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1.  Introduction

This document is a requirements and issues document and therefore sets the stage for a standards specification on Radio Resource Measurement through the IEEE 802.11 committee.  
1.1  Statement of the Problem

The measurement of information about the radios and radio environments is mostly proprietary today.  The vendors have deployed network and radio management information in their own systems, but most of the information is not accessible to other vendors, nor is the information consistent across the multiple vendors of wireless LANs.  Enabling standard and consistent radio resource measurement information across multiple WLAN vendors will enable growth in the wireless LAN market space and enable system management of radio network resources for multiple-vendor Access Points (AP) and Stations (STA).
1.2  Scope and Purpose

9. Scope of Proposed Project:

This project will enhance the 802.11 Media Access Control standard, the 802.11a High Speed Physical Layer in the 5 GHZ band and the 802.11b Higher-Speed Physical Layer Extension in the 2.4 GHz band supplemental standards, other 802.11 PHY approved supplemental standards, and the 802.11d specification for operation in additional regulatory domains.  These enhancements will provide mechanisms to higher layers for radio and network measurements. 

10. Purpose of Proposed Project:

To define measurements and develop mechanisms to provide 802.11 wireless network measurement information to higher layers and new applications.

1.3  Users of Radio Resource Measurement Information

1.3.1  APs and STAs Distinctions

In the use of WLANs, the end users will be using 802.11 PCMCIA or PC Cards to access 802.11 infrastructure elements.  The infrastructure elements could be run by private individuals, retail establishments, a “free” Internet organization, an Internet Service Provider (ISP), a Wireless Internet Service Provider (WISP), an enterprise, or a government.  In considering the need for measurement of these scenarios, there are a number of considerations about what measurements would best serve these various groups.  In considering these groups, the following table illustrates the different possible MAC and PHY measurements that might be required of 802.11 devices and elements to support the use of measurements.
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1.3.2  802.11 Card Holders and Measurement Requirements

The 802.11 card users do not really care what it is they are measuring, they just want a reliable wireless connection to the Internet.  It is the responsibility of the standards organizations to give it to them.
Home Owners

Home owners setting up their own 802.11 networks in their neighborhoods have a requirement to protect their ability to access their own wireless network.  The coordination requirements are to maximize the radio environment in their neighborhoods, including detection, channel use, and flexibility in their selection of operation mode.  The home owner may not care, but the standards bodies should provide a mechanism to deliver a transparent observation of the radio environment around them.
Apartment Dwellers

Apartment dwellers and owners also have a requirement to be able to (transparently to the user) measure the radio environment in a dense population of WLANs.  The mechanisms for delivering the adjustments may be up to the vendor, but making the measurements consistent and available is a requirement of the standards organization.

Apartment Owners

Apartment owners have the requirement to provide a maximized environment for their tenants in the use of WLANs.
1.3.3  Communications Service Providers
Existing communications service providers, like AT&T, Telia, Qwest, Verizon, Voicestream, etc have the requirement to manage their access points in a productive and efficient manner.  Management of those devices includes being able to measure the environment and deal with it in a coexistence sense.
High Speed Extension to Cellular Service

Many communications service providers are delivering WLAN service as an extension of their cellular service and have the requirement to be able to measure the environment in which they are delivering that service.
Coexistence with other ISP’s WLAN Service

ISP’s need to coexist with other WLAN service providers (example of Starbucks demonstration in San Francisco where the business next door was asked to turn off their wireless LAN during a Starbucks demonstration of the service).
1.3.4  WISPs

Wireless ISPs (WISPs) have the same requirements as the ISPs.  That is, to provide reliable and effective wireless LAN service in the places where they are contracted to deliver service.
1.3.4.1  WLAN Operations

There is a whole class of AP providers that are merely trying to provide operations for WLAN operations:
“Free” Internet Organizations

“Free” wireless Internet access is being professed by a number of organizations sprouting up in a myriad of places.  They are epitomized by organizations that profess to provide a wireless broadband community network.
Apartment/Condominium Owners

Large buildings with dense populations may want to deliver a service to their tenants.
Retail Businesses

Retail businesses are being offered “Wireless Internet in a Box” provisioning to gain some revenue from the wireless Internet access they might provide.  Coffee houses fall into this category as well as restaurants and bookstores; any establishment that may offer WLANs as a service to their customers.
ISP Providers

Existing ISP providers, using the WLANs as extensions to their cellular or Internet business, are going to need measurements to effectively manage and run their extensive networks.
WISP Providers
WISPs will need to account for other WISPs and ISPs in their operations and deployment of WLANs.
Enterprises

Enterprises have very dense environments in which environment may require measurement of many factors to optimize their radio resources.  Conference rooms and meeting halls are several examples.  Ubiquitous coverage of WLANs also have measurement implications when rogue access points are brought in.
Governments

Governments have the measuring requirements for defense and government service.  The military requirements now include using existing communications facilities in the countries in which they operate.  These include the WLAN facilities and capabilities.
1.3.4.2  WLAN Development

In the development of WLAN capabilities, the vendors need information to enable development of their WLAN offerings. 
QoS

In building a wireless LAN capability on a campus, apartment, or metropolitan scale, there is the requirement to deliver a level of Quality of Service to support at least Voice Over IP (VOIP).  The latencies and jitter must be acceptable for the real-time elements of VOIP.  Knowledge of the radio signal strength and consistent capability of the network is necessary for understanding whether a certain level of Quality of Service can be maintained.
Reliability

The reliability of the PSTN voice system is a template for delivering VOIP over the WLAN.  Ubiquitous coverage and few or no holes in the coverage are required to be reliable.  Mapping information about the wireless LAN may be required to identify holes in coverage to determine reliability.
Maintainability

Maintainability of the WLAN network is a necessity.  In-building wireless LANs have turned out to be very resilient, but as the WLANs have been used more, the radio holes become more and more evident.  The consistent design of 20m diameter cells for both 802.11b and 802.11a has proven to be entirely consistent with maintainable and reliable service to the end user.  This design holds promise for extending the technology into the next level of sophistication and integration into the wired network which make it maintainable.  However, also required are the radio measurements to determine what needs repair and maintenance.
Availability

As was stated in the maintainability section, WLANs have proven to be long-lived and reliable.  They must be available to be used, however, and consistently reviewed for their viability.  The review process is a matter of measuring the availability of the network in a network management sense to alert services as to the wireless networks’ availability.
1.3.5 WLAN Vendors

WLAN vendors have a very large stake in making the WLANs work together and maximizing their investments.  The differentiators are varied and the implementation of standards for radio resource measurement will move the differentiators to a different place than they are currently.  Vendors will have information from competitors that they have not had before.
Measuring for Coexistence

One of the areas that will be standardized with more radio resource measurement is the mechanisms of coexistence.  IEEE 802.19 is the working group that is determining the mechanisms of coexistence.  As they recommend elements of coexistence, the measurements will become more specific and distinct and benefit the entire unlicensed spectrum used by 802.11 and 802.15.
Measuring for Feature Offerings

In addition to the coexistence mechanisms are the mechanisms that can be the basis for new product offerings.  The WLAN vendors will be offering the possibilities of optimized radio environments based on the new information.  For example, using some of the inquiry mechanisms of 802.11h and the information about other radios in the environment in which they are working.
1.3.6 Chip Manufacturers

The chip manufacturers will be trying to optimize their use of the new radio resource measurements and their standardization to deliver a better chip set for radios.  
Measuring for Feature Offerings

This chip set may offer optimized radio throughput and even mesh router technologies for moving Internet connections via ad hoc network connections.
QoS

One of the elements desired in the application space is QoS in a wireless radio environment.  As the radio environment changes, changes in the RSSI and the variations in strength as you move between APs and even other WLAN cards, allow vendors of applications and chip sets to optimize the trends in radio signal toward providing policy-based QoS.
Reliability

The reliability of the communications can be enabled by understanding the radio environment and delivering the best possible reliability under the circumstances.  
Maintainability

Maintaining the radio environment means understanding what it is and what the trends are associated with that radio environment.  Maintaining an optimized environment can mean many things; for example, it might include changing the channels when a microwave oven comes on.  It might even mean changing spectrum (between 2.4GHz and 5.15GHz) if you have a dual or tri-mode device (802.11b/a/g card).
Availability

In concert with an operating system (OS), the radio environment can play the part of enabling the OS or application to transition to another mode of communication outside of the WLAN space.

2  State of Radio Resource Measurement

The state of radio resource measurement includes the existing MIBs and the 802 standards methods of obtaining information about the radio.  The existing MIBs contain information relevant to the operations of a wireless LAN and may not directly relate to the radio resource measurement.  
2.1  MIBs

•802.11
–Basic measurements & configuration for STA

–Widely implemented in APs

–Very simple monitoring of global AP statistics

•802.1x

–Detailed auth state for individual 1x ports

–Also some per port statistics

–Not widely implemented in access points today

•Bridge MIB

–Possible to get some info on which STAs are associated with an AP

–Implemented in some APs

–Not 802.11 specific, little MAC, and no PHY statistics

2.2  Proprietary Collection and Display of Information

All WLAN vendors have implemented proprietary MIBs because they have found that they need additional information to what is available in the existing standards.  What follows in the next series of Figures is an example of the proprietary per client MIBs that Cisco has implemented.
Per Client MIBs
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2.2.1  Issues and Concerns about Per Client MIBs

· If we implement a MIB station table, it may not be organized the same as this proprietary example

· Station table may be subdivided into focused tables

· BSS global statistics

· Per-client configuration information

· Per-client traffic statistics

· Per-client radio measurements

· Define current and time-averaged statistics elements and measurement elements 

2.3  Examples of Need to Work the Problem

2.3.1  Boeing – Symbol, Orinoco, and Cisco products

Boeing has multiple 802.11 vendors and equipment.  The 802.11 equipment Boeing uses needs to be able to move to other locations and other installations.  Although an FH will never be able to work at a DS facility, most are 802.11b and DS and there is a requirement to enable the DS equipment to work anywhere in the company.  Access to the information about the wireless LANs is, so far, limited.  What information is available is limited to the nearly static information most wired network managers are looking for.  More information is needed, including the real time information about the changing nature of wireless LANs and their key components.  For example, in order to do policy-based networking with Quality of Service (QoS), in order to make policy decisions based on Policy Decision Points (PDPs) and Policy Enforcement Points (PEPs), one must have comparable, reliable, and standardized information from the multiple vendors upon which to make decisions.  These decisions must be based on consistent and reliable definitions and values such as signal strength, a reliable signal to noise ratio, a standard Relative Signal Strength Indicator (RSSI), etc.  The vendors have significant leeway to interpret the standard and have done so because it has been in their interest, without access to standardized methods of radio resource measurement, to use proprietary mechanisms to retain customers. 
2.3.2  Microsoft – Orinoco and Cisco Products

Microsoft has one of the largest deployments of WLANs in the world.  They have approximately 3,700 Access Points and 37,000 cards.  This installation is also diverse even though they use only Cisco access points.  In fact, they have selected the Orinoco cards for their client radio.  They have the requirement to assess all the vendors’ equipment even though they have chosen to use Cisco Access Points and Orinoco cards.  The differences in values between the two companies are enough to cause significant problems for their deployment.  In addition, rogue access points are commonplace in the Microsoft environment.  Microsoft employees are innovative and use wireless LANs to create lab environments on the fly with wireless equipment.  While making them more productive, there are significant issues about use of channels and sharing the bandwidth with others.  Microsoft wants to make some of the same decisions that Boeing wants to make; qualitative decisions based on policy and consistent information about which they can automate some of their decision processes.
2.4  Others

3  Current Work in Other Groups

•802.11d
–dot11CountryString

•TGe

–dot11AssociatedStationCount

–dot11ChannelUtilization

–dot11FrameLossRate

•TGi

–Write only key access, & IV status

•TGh

–Configuration, but no status, monitoring or statistics!!!

4.  Limitations of Radio Resource Measurement

The limitations of radio resource measurement are most evident in the ability to do something with the information.  Although the RRM group is working to deliver the information, the effort to use the information through an API or other mechanism for using the information is most reluctantly being rejected as too much to attack.  The argument is that developing those mechanisms should be left to another 802.11 Task Group.

5.  Historical Perspective of 802.11 WLANs and of Radio Resource Measurement
5.1  Enterprises Mixing Vendors

Enterprises mix wireless LAN vendors depending on which vendor is the most appropriate (least expensive, most features, etc) for their enterprise.  Microsoft is a good example of changes that require an appropriate amount of information about wireless equipment.  Microsoft began purchasing all Cisco equipment.  In that enterprise, they did an RFP for the cards and selected Orinoco as the card vendor.  There is a massive mix of Cisco and Orinoco cards and Microsoft needs common information about the cards and their efficiencies related to the Cisco infrastructure

Boeing has purchased multiple vendors for different campuses.  Wichita, Kansas was the leader in massive deployment of wireless LANs and purchased enough Symbol to equip the entire campus.  There are pockets of Cisco, Orinoco, and Intermec around the rest of The Boeing Company.  Employees move around the company based on the requirements for resources.  Such movement is routine and can be supported by the wireless LAN infrastructure only if there is consistent information about the networks.  
5.2  Need for Commonality and a Standard

Considering this variation in vendors and their implementations, there is a need for commonality and an extension to the 802.11 standard for the common measurement of radio information.
5.3  Rogue Access Points

There is a growing requirement to recognize and find rogue access points in the radio environment.  These rogue access points are a threat, especially to the health and welfare of the enterprise network.  At Microsoft, they are more than a threat they are a reality.  The IT organization must move 
5.4  Wireless LAN Cell Engineering and Maintenance

Wireless LAN cell engineering is also dependent on appropriate information about the wireless network and its performance.  Such information is critical in recognizing the vulnerabilities and deficiencies in the engineering, design and maintenance of wireless LANs.
5.5  802.11 Architectural Framework

The original architectural structure will need to be the foundation of radio resource measurement and how it is delivered.  The following Powerpoint slide is an architectural picture of the 802.11 station and its interfaces.  Following the chart is a structure describing the sections of the 802.11 standard and the issues around the architectural constraints:
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802.11 Station Architecture

ISO/IEC 8802-11:1999(E) specifies the following STA architecture 

(this is Figure 11 of standard)

MAC sublayer

PLCP sublayer

PMD sublayer

PHY Layer 

Management 

Entity (PLME)

PHY SAP

PMD SAP

Station 

Management

Entity

(SME)

MAC Layer 

Management 

Entity (MLME)

PLME SAP

MLME SAP

PLME SAP

MAC SAP


Location of RRM Extensions

· RRM extensions will reside in one of the following entities:

· MLME

· PLME

· MAC

· PLCP

· PMD

· To see why this is the case, we consider text from ISO/IEC 8802-11:1999(E) 
Architectural Constraints

5.1.1.4 Interaction with other IEEE 802 layers

· IEEE 802.11 is required to appear to higher layers [logical link control (LLC)] as an IEEE 802 LAN. 

· This tells us that the mechanisms available to get to higher layers are via the MAC SAP or SME.
· The MAC SAP provides data services (ie this is in the data path) and RRM extensions probably shouldn’t mess with this.
· That leaves SME
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RRM Extension Options

• RRM blue stars show the likely location of RRM extensions, 

though RRM pink stars are (remotely) possible.  

• RRM Applications are outside the 802.11 specs.
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Station Service

5.3.1 Station service (SS)

· The service provided by stations is known as the station service.  The SS is present in every IEEE 802.11 station (including APs, as APs include station functionality). The SS is specified for use by MAC sublayer entities. All conformant stations provide SS.

· The SS is as follows:

a) Authentication

b) Deauthentication

c) Privacy

d) MSDU delivery

TGh is adding e) DFS and f) TPC.  We will add g) RRM

MLME and PLME

10.1 Overview of management model

· Both MAC and PHY layers conceptually include management entities, called MAC sublayer management and PHY layer management entities (MLME and PLME, respectively). 

· MLME & PLME provide the layer management service interfaces through which layer management functions may be invoked.

SME

10.1 Overview of management model (cont.)

· The exact functions of the SME are not specified in this standard, but in general this entity may be viewed as being responsible for such functions as the gathering of layer-dependent status from the various layer management entities, and similarly setting the value of layer-specific parameters.

· SME would typically perform such functions on behalf of general system management entities and would implement standard management protocols. 

SAPs

10.1 Overview of management model (cont.)

· Figure 11 depicts the relationship among management entities.

· The various entities within this model interact in various ways. Certain of these interactions are defined explicitly within this standard, via a service access point (SAP) across which defined primitives are exchanged. 

· Other interactions are not defined explicitly within this standard, such as the interfaces between MAC and MLME and between PLCP and PLME, represented as double arrows within Figure 63. The specific manner in which these MAC and PHY management entities are integrated into the overall MAC and PHY layers is not specified within this standard.

· The management SAPs within this model are the following:


— SME-MLME SAP


— SME-PLME SAP


— MLME-PLME SAP

· The latter two SAPs support identical primitives, and in fact may be viewed as a single SAP (called the PLME SAP) that may be used either directly by MLME or by SME. In this fashion, the model reflects what is anticipated to be a common implementation approach in which PLME functions are controlled by the MLME (on behalf of SME). In particular, PHY implementations are not required to have separate interfaces defined other than their interfaces with the MAC and MLME.

TGh Model
· The 802.11 standard place MIBs in the MLME and PLME and specifies access from SME via the MLME SAP and PLME SAP using generic GET/SET primitives [see Figure 63 of ISO/IEC 8802-11:1999(E)]
· TGh handles measurement and control using MLME primitives.
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Figure 26 – Layer Management Model


Conclusion

· The 802.11 architecture recognizes certain constraints and mechanisms.

· Development of 802.11 RRM extensions are likely to proceed most quickly and smoothly if existing layer models and mechanisms can be used to deliver the desired functionality.
6.  Requirements

The requirements for radio resource measurement include the ability to send different kinds of information over the wireless LANs defined by 802.11.  The Internet has multiple applications running over it.  Several of these applications are streaming and therefore more information is going to be required to determine if transmission over the wireless LAN is appropriate.
 6.1  Data, Voice, Video

There are three forms of information are data (bursty), voice (streaming), and video (streaming) that will be sent over wireless LANs as well as wired networks.
6.1.1  Data – QoS, wireless net (a, b, g, h) 23105330
The data requirements for all networks are, for the most part, bursty.  That means information is moved across the network in bursts of packets and the sequence and the timing is not as important as the “best effort” to get it there as quickly as possible.
6.1.2  Voice – RSSI, S/N, Delay, Jitter, Encryption, device processor, wireless net (a, b, g, h)

Real-time voice requirements are primarily streaming.  That is, the packets must flow appropriately in order for the other end to be intelligible.  The packets must be in the order in which they were sent.  A few of the packets can be dropped without much consequence, but not too many.
When voice is sent over the air the packets are much more vulnerable to loss and retries than over a wire.  VOIP accomplished using a wireless LAN is vulnerable to changes in signal strength and subsequent loss of continuity and throughput rates.  Therefore, the status of the radio and the signal strength is directly correlated to the quality of the voice going over the air.
6.1.3  Video – RSSI, S/N, Encryption, device processor, wireless net (a, b, g, h)

Video is in the same category as voice; the packets are sent in a streaming mode and are delivered in sequence.  Video can also be somewhat tolerant of dropped packets before the gap can be identified by the human eye.  Sending video over a wireless LAN is in the same category as VOIP and therefore is vulnerable to radios and their signal strength and subsequent reductions in throughput.
6.2  Diagnostics (non-802.11, 802.11, other APs)

The electromagnetic spectrum in the 2.4MHz and 5.15GHz unlicensed bands could be active with a multitude of devices in those bands, including non-802.11 (baby monitors, etc), 802.11, and other APs such as HomeRF.  The diagnostics about the kind of transmission and its strength could have an impact on the viability of the wireless LAN.  
6.3  AP Table

The table of APs visible will give the AP the capability to know what APs it can pre-authenticate to.  That means that in addition to the basic information, like MAC address and what 802.11x it might be, there should be information about the state of security, etc for the AP to pass information to other APs when the associated STAs are moving between APs.  This table may include statistics or trends in signal strength and throughput rates to accomplish particular information such as streaming media.
6.4  Station Table (BSS and IBSS)

A part of the requirements include a station table, including the APs which include a STA within them.  The station table would provide the needed information about the STA including the AP association, the MAC address, and  other pertinent facts about the STA.  The BSS, the IBSS, and the ESS will be needing information about the STAs in the station table.
6.5  Link stats (counts, data rates, RSSI, link margin)

In addition to the information needed about the STAs and the APs will be information about the links to the STAs.  The basic information includes the counts of packets, the data rates, packet rates, throughput rate, the RSSI (at the antenna), and the link margin for determining what capacity is possible.  It may include many more things, the radio resource measurement group has to determine what those might need to be.  This could be retained in the “per client” STA table information that is the STA inside the AP.  
6.6  MAC Statistics (channel utilization, total stations, events)

The MAC and MLME layer can produce information about channel utilization, the total number of stations associated and the events that happen within the MAC.  
6.7  Events (auth, deauth, associate, deassociate, current MIB)

The events that happen in the normal course of an AP or STAs life need to be recorded and acted upon or at least the information about the events maintained or passed on to MIB variables.  Such things as associations, deassociations, authentication, deauthentication are necessary event information and need to be time stamped.  Making this information available in the MIB allows for actions to be precipitated by the APs.
6.8  Coexistence Measurements

Information about what radio sources are being seen can be invaluable to the network about its capacity and the link margins available to it for transmitting information.  These emission sources may be seen as interferers or other 802.11 sources.  Even radar, such as in 802.11h, can be seen and acted upon as a result of being required to coexist.  Information is needed about all the unlicensed bands and to any radio environment for extending Dynamic Frequency Selection (DFS) and Transient Power Control (TPC) to other bands than the 5GHz like 802.11h addressed.
6.9  Retries

The number of retries when trying to communicate across the network can tell a lot about the efficiency and capability of the network at any one time.  The retries are detected by the MAC and should be stored in the MAC MIB.  
6.10  Clear Channel Assessment (CCA)

The CCA is a value to be determined and stored as useful for whether there is a clear channel which is being targeted for use.  There are at least three modes of assessing CCA and they are invaluable in determining whether a wireless communication is possible or required.

7.  Issues

In addition to the requirements, there are issues that need to be addressed in our quest for the best radio resource measurement architecture and specification.  This list of issues brings out some of the initial problem areas around radio resource measurement. 
7.1  MIBs

The MIBs that are available in the 802.11 specification are there for access by the users of the standard.  The question and issue is whether the MIBs afford the best source of radio resource information.  The following are the existing MIBs in all the efforts within the 802.11 environment.  What we saw previously in the document were the “per client” MIBs that Cisco sees as necessary to adequately run their wireless networks.  Those are proprietary MIBs and therefore not part of the MIB definition in 802.11.
· Ignoring basic operational parameters and configuration parameters

· Some of MIB parameters are optional

· SNMPv2 is the most prevalent implementation

· SNMPv3 which supports better security and access control is rarely implemented

· Basic SNMP operations are:

· Manager issues GET {OID}: Device Returns the Value if no error

· GETNEXT {OID}

· GETBULK, etc..

· Device sends TRAPs: unsolicited notification. Configurable within trappable variables.

· OID’s are numerical representation of MIB variables, hierarchically arranged.

· Runs on UDP port 161(Request Listener at Devices), 162 (Trap Listener at Manangers)

· Most parameters are Per-Interface. Not per STA. 

Generally, there is no distinction between AP and STA. However, STAs rarely have SNMP enabled. AP’s tend to keep track of aggregates in BSS.

· 802.11a,b

Dot11CountersEntry ::= SEQUENCE {

            dot11TransmittedFragmentCount       Counter32,

            dot11MulticastTransmittedFrameCount Counter32,

            dot11FailedCount                    Counter32,

            dot11RetryCount                     Counter32,

            dot11MultipleRetryCount             Counter32,

            dot11FrameDuplicateCount            Counter32,

            dot11RTSSuccessCount                Counter32,

            dot11RTSFailureCount                Counter32,

            dot11ACKFailureCount                Counter32,

            dot11ReceivedFragmentCount          Counter32,

            dot11MulticastReceivedFrameCount    Counter32,

            dot11FCSErrorCount                  Counter32,

Dot11StationConfigEntry ::=

        SEQUENCE {

             dot11StationID                     MacAddress,

             dot11MediumOccupancyLimit          INTEGER,

             dot11CFPollable                    TruthValue,

             dot11CFPPeriod                     INTEGER, 

             dot11CFPMaxDuration                INTEGER,

             dot11AuthenticationResponseTimeOut Unsigned32,

             dot11PrivacyOptionImplemented      TruthValue,

             dot11PowerManagementMode           INTEGER,

             dot11DesiredSSID                   OCTET STRING,

             dot11DesiredBSSType                INTEGER,

             dot11OperationalRateSet            OCTET STRING,

             dot11BeaconPeriod                  INTEGER,

             dot11DTIMPeriod                    INTEGER,

             dot11AssociationResponseTimeOut    Unsigned32,

             dot11DisassociateReason            INTEGER,

             dot11DisassociateStation           MacAddress,

             dot11DeauthenticateReason          INTEGER,

             dot11DeauthenticateStation         MacAddress,

             dot11AuthenticateFailStatus        INTEGER,

             dot11AuthenticateFailStation       MacAddress,

             dot11MultiDomainCapabilityImplemented TruthValue,

             dot11MultiDomainCapabilityEnabled  TruthValue,

             dot11CountryString                 OCTET STRING

         }

dot11SMTnotification OBJECT IDENTIFIER ::= { dot11smt 6 }

dot11Disassociate NOTIFICATION-TYPE

OBJECTS { ifIndex, dot11DisassociateReason, dot11DisassociateStation

dot11Deauthenticate

dot11AuthenticateFail 

dot11AuthenticateFailStation 

Dot11OperationEntry ::= SEQUENCE {

            dot11MACAddress                 MacAddress,

            dot11RTSThreshold               INTEGER,

            dot11ShortRetryLimit            INTEGER,

            dot11LongRetryLimit             INTEGER,

            dot11FragmentationThreshold     INTEGER,

            dot11MaxTransmitMSDULifetime    Unsigned32,

            dot11MaxReceiveLifetime         Unsigned32,

            dot11ManufacturerID             DisplayString,

            dot11ProductID                  DisplayString}

Dot11PhyTxPowerEntry ::= SEQUENCE {

            dot11NumberSupportedPowerLevels  INTEGER,

            dot11TxPowerLevel1               INTEGER,

            dot11TxPowerLevel2               INTEGER,

            dot11TxPowerLevel3               INTEGER,

            dot11TxPowerLevel4               INTEGER,

            dot11TxPowerLevel5               INTEGER,

            dot11TxPowerLevel6               INTEGER,

            dot11TxPowerLevel7               INTEGER,

            dot11TxPowerLevel8               INTEGER,

            dot11CurrentTxPowerLevel         INTEGER}

Dot11PhyDSSSEntry ::= SEQUENCE {

             dot11CurrentChannel    INTEGER,

             dot11CCAModeSupported  INTEGER,

             dot11CurrentCCAMode    INTEGER,

             dot11EDThreshold   Integer32}

Dot11SupportedDataRatesTxEntry ::= SEQUENCE {

            dot11SupportedDataRatesTxIndex  Integer32,

            dot11SupportedDataRatesTxValue  Integer32}

Dot11SupportedDataRatesRxEntry ::= SEQUENCE {

            dot11SupportedDataRatesRxIndex  Integer32,

            dot11SupportedDataRatesRxValue  Integer32}

· Bridge MIB

Per Port: Some AP’s consider one RF interface as a port, thus port statistics are per interface. Some AP’s assign logical ports to each STA, thus port statistics are per STA.

Dot1dTpPortEntry ::=

              SEQUENCE {

                  dot1dTpPort

                      INTEGER,

                  dot1dTpPortMaxInfo

                      INTEGER,

                  dot1dTpPortInFrames

                      Counter,

                  dot1dTpPortOutFrames

                      Counter,

                  dot1dTpPortInDiscards

                      Counter

              }

· 802.11e

In  “dot11Counters Table” of Annex D, insert  the following text to the  end  of Dot11CountersEntry sequence list:

dot11QosTransmittedFragmentCountTC[0..7]
Counter32,

dot11QosFailedCountTC[0..7]


Counter32,

dot11QosRetryCountTC[0..7]



Counter32,

dot11QosMutipleRetryCountTC[0..7]


Counter32,

dot11QosFrameDuplicateCountTC[0..7]

Counter32,

dot11QosRTSSuccessCountTC[0..7]


Counter32,

dot11QosRTSFailureCountTC[0..7]


Counter32,

dot11QosACKFailureCountTC[0..7]


Counter32,

dot11QosReceivedFragmentCountTC[0..7]

Counter32,

dot11QosTransmittedFrameCountTC[0..7]

Counter32,

dot11QosDiscardedFrameCountTC[0..7]

Counter32,

dot11QoSMPDUsReceivedCountTID[0..15]

Counter32,

dot11QoSRetriesReceivedCountTID[0..15]

Counter32,

dot11FECFragmentsCorrectedCount


Counter32,

dot11FECUncorrectableCount



Counter32,

dot11QoSDiscardedFragmentCount


Counter32,

dot11AssociatedStationCount


Integer,

dot11QosCFPollsReceivedCount


Counter32,

dot11QosCFPollsUnusedCount



Counter32,

dot11QosCFPollsUnusableCount


Counter32,

dot11QosTXOPRequestCount



Counter32,

dot11QosTXOPRequestRetryCount


Counter32,

dot11QosCCOPCount




Counter32,

dot11QosCCOPUsedCount



Counter32,

dot11QosCCOPCollisionCount



Counter32,

-- dot11QosStationConfigTable ::= {dot11smt 8}

In “SMT Station Config Table” of Annex D, insert the following text to the  end  of dot11StationConfigEntry sequence list:

dot11QoSOptionImplemented

TruthValue,

dot11AssociateAsQSTA

TruthValue,

dot11FecOptionImplemented

TruthValue,

dot11FecImmAckOptionImplemented
TruthValue,

dot11BurstAckOptionImplemented
TruthValue,

dot11QAPCSOptionImplemented
TruthValue,

dot11DirectOptionImplemented
TruthValue

Insert the following changes to the 802.11 MIB in Annex D, before the MAC Attribute Templates:
Dot11QosStationConfigEntry ::=

SEQUENCE {

dot11CWmin[0..7]


INTEGER,

dot11CWmax[0..7]


INTEGER,

dot11AIFS[0..7]


INTEGER,

dot11EDCFCFBLimit[0..7]

INTEGER,

dot11ACsAvailable


INTEGER,

dot11CAPLimit



INTEGER,

dot11HCCWmin



INTEGER,

dot11HCCWmax



INTEGER,

dot11HCAIFS



INTEGER,

dot11PeerLivenessTimeout

INTEGER,

dot11ADDTSResponseTimeout

INTEGER,

dot11MissedBeaconThreshold

INTEGER,

dot11APMobilityScanRate

INTEGER,

dot11APMobilityScanInterval
INTEGER }

· 802.11f

iappAPTableEntry ::= SEQUENCE {

      iappAPTableIndex                                Integer32,

      iappAPIPAddress                                 IpAddress,

      iappAPMACAddress                               MacAddress,

      iappClientServerPortNumber                      Integer32,

      iappAPRoundTripTime                             TimeTicks,

      iappAPRTO                                       TimeTicks,

      iappMoveNotifySent                              Counter32,

      iappMoveNotifyRetransmissions                   Counter32,

      iappMoveNotifyReceived                          Counter32,

      iappMoveResponseSent                            Counter32,

      iappMoveResponseReceived                        Counter32,

      iappMoveNotifyMalformed                         Counter32,

      iappMoveNotifyUnAuthentic                       Counter32,

      iappMoveResponseMalformed                       Counter32,

      iappMoveResponseUnAuthentic                     Counter32,

      iappMoveNotifyBadService                        Counter32,

      iappMoveResponseBadService                      Counter32,

      iappMoveNotifyPendingRequests                     Gauge32,

      iappMoveResponsePendingResponses                  Gauge32,

      iappMoveNotifyTimeouts                          Counter32,

      iappUnknownType                                 Counter32,

      iappMoveNotifyPacketsDropped                    Counter32,

      iappMoveResponsePacketsDropped                  Counter32

}

· 802.11g

· 802.11h

Add the following elements to the end of the dot11StationConfigEntry element definitions behind dot11AuthenticateFailStation

dot11SpectrumManagementCapabilityImplemented OBJECT-TYPE

dot11SpectrumManagementCapabilityEnabled OBJECT-TYPE

dot11SpectrumManagementCapabilityEntry ::=

SEQUENCE {

dot11SpectrumManagementCapabilityIndex Integer32,

dot11FirstChannelNumber Integer32,

dot11NumberofChannels Integer32,

dot11MitigationRequirement Integer32,

dot11StartupTestPeriod Integer32,

dot11StartupTestValid Integer32,

dot11OperatingTestPeriod Integer32,

dot11OperatingTestCycle Integer32,

dot11MaxDataOperationsPeriod Integer32,

dot11MaxManagementOperationsPeriod Integer32,

dot11ChannelSwitchTime Integer32}

· 802.11i

Update following MIB entries in Annex D:

Dot11WEPDefaultKeysEntry ::= SEQUENCE {

dot11WEPDefaultKeyIndex INTEGER,

dot11WEPDefaultKeyValue WEPKeytype,

dot11WEPDefaultKeyIV Integer32,

dot11WEPDefaultKeyIVMax Integer32,

dot11WEPDefaultKeyThreshold Integrer32}

Add the following items to Annex D:

-- Enable the key owner to find out the unicast and multicast cipher

-- suites that will be used so the key owner can optimize the size of the

-- derived TSKs. This is done using two MIB variables added to the

-- Station Configuration table.

-- Modify Dot11StationConfigEntry

Dot11StationConfigEntry ::= SEQUENCE {

dot11StationID



MacAddress,

dot11MediumOccupancyLimit


INTEGER,

dot11CFPollable



TruthValue,

dot11CFPPeriod



INTEGER,

dot11CFPMaxDuration



INTEGER,

dot11AuthenticationResponseTimeOut
INTEGER,

dot11PrivacyOptionImplemented

TruthValue,

dot11PowerManagementMode


INTEGER,

dot11DesiredSSID



OCTET STRING,

dot11DesiredBSSType



INTEGER,

dot11OperationalRateSet


OCTET STRING,

dot11BeaconPeriod



INTEGER,

dot11DTIMPeriod



INTEGER,

dot11AssociationResponseTimeOut

INTEGER,

dot11DisassociateReason


INTEGER,

dot11DisassociateStation


MacAddress,

dot11DeauthenticateReason


INTEGER,

dot11DeauthenticateStation


MacAddress,

dot11AuthenticateFailStatus

INTEGER,

dot11AuthenticateFailStation

MacAddress,
dot11UnicastCipher



Integer,

dot11BroadcastCipher



Integer

}
· 802.1x, aa

It’s possible to get per port data transfer statistics this way.

No APs to my knowledge implement this mib yet.

-- ---------------------------------------------------------- --

-- The Authenticator Session Statistics Table-- ---------------------------------------------------------- --

dot1xAuthSessionStatsTable OBJECT-TYPE    SYNTAX      SEQUENCE OF Dot1xAuthSessionStatsEntry    MAX-ACCESS  not-accessible    STATUS      current    

DESCRIPTION        "A table that contains the session statistics objects        for the Authenticator PAE associated with each Port.        An entry appears in this table for each port that may        authenticate access to itself."    REFERENCE        "9.4.4"    ::= { dot1xPaeAuthenticator 4 }

dot1xAuthSessionStatsEntry OBJECT-TYPE    SYNTAX      Dot1xAuthSessionStatsEntry    MAX-ACCESS  not-accessible    STATUS      current    DESCRIPTION        "The session statistics information for an Authenticator        PAE.  This shows the current values being collected for        each session that is still in progress, or the final        values for the last valid session on each port where        there is no session currently active."    INDEX { dot1xPaePortNumber }    ::= { dot1xAuthSessionStatsTable 1 }

Dot1xAuthSessionStatsEntry ::=    SEQUENCE {    


    
dot1xAuthSessionOctetsRx             Counter64,        

dot1xAuthSessionOctetsTx             Counter64,

dot1xAuthSessionFramesRx             Counter32, 

      
dot1xAuthSessionFramesTx             Counter32, 

dot1xAuthSessionId                   SnmpAdminString,        

dot1xAuthSessionAuthenticMethod            INTEGER,        

dot1xAuthSessionTime                  TimeTicks,        

dot1xAuthSessionTerminateCause        INTEGER,        
7.2  Signal Strength

Signal Strength is an issue.  The vendors vary in where they measure signal strength.  There is a direct correlation between signal strength and the throughput rates and link margin available to the AP and the STA.
7.3  Standardizing RSSI

RSSI is advertised as being a measure of signal strength, but the values vary greatly between vendors.  The 3GPP vendors assessed that there was a 12dB difference between the RSSI values of the vendors they evaluated over the same link.  Obviously, this value must be standardized and made reasonably consistent in order for decisions to be made at higher levels.  A paper was presented to the Radio Resource Measurement Study Group that assessed these values and gave the key points about the issue in the next several pages:
7.3.1  RSSI Measurement and Reporting -- Topics

* Uses of RSSI in existing systems and standards

* Measuring RSSI in the Receiver/Baseband Chain

* Relationship of RSSI to other signal metrics

7.3.2  Current Usage of RSSI Measurements

* Channel Selection

* AGC algorithms

* Rate-Fallback algorithms

* Optimizing equalizers/decoders

* Reporting per existing standards

* Proprietary Reporting

7.3.3  Existing Standards

                                     Microsoft NDIS

"The RSSI is measured in dBm ...  Normal values for the RSSI value are between -10 and -200".

                                     802.11-1997

14.2.3.2 "RSSI shall be measured between the beginning of the start

frame delimiter (SFD) and the end of the PLCP header error check (HEC)."

"RSSI is intended to be used in a relative manner. 

 Absolute accuracy of the RSSI reading is not specified."

15.4.5.10.2 "RSSI indications up to 8 bits (256 levels) are supported."

15.4.8.4 Describes usage of energy detection in forming CCA
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7.3.4  Receive Chain RSSI Measurements -- Issues

* Radios develop RSSI signals that are useful for AGC operation, but which may not be useful or optimal for signal-strength reporting 

* An RSSI measurement may (either deliberately or incidentally) include adjacent channel energy 

* RSSI measurement will be affected by antenna switching

* RSSI calculation depends on "backing out" gain ahead 

of the measurement, which introduces inaccuracy
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7.3.5  Possible Values to Report

RSSI in dBm, referred to antenna port, and reported for:

     Each Identified Remote Transmitter

     Unidentified Transmitters / Interferers

     Idle Channel Condition

Field Strength

     Excludes effect of receive antenna gain

     May be useful for mapping coverage area of a transmitter

Observed SNR

Operating Margin (rate and implementation dependent)

Usable Data Rates

Measurement Accuracy

7.4  Standardizing CCA

Standardizing the CCA is an issue in the Radio Resource Measurement group.  There are named methods for doing Clear Channel Assessment, but they vary and need to be standardized.  The 802.11h method of delivering a CCA is a model to evaluate and measure and make available to the other frequencies and PHYs.
The DSSS PHY 802.11 1999 requires at least one of three methods; mode 1, 2, or 3. 802.11b requires support of at least one of three methods; mode 1, 4, or 5. 

Existing Options
· CCA Mode 1 Report a busy medium upon detection of any energy above the Energy Detect threshold.

· CCA Mode 2: Report a busy medium only upon detection of a valid DSSS signal which may be above or below the Energy Detect threshold.

·  CCA Mode 3: Report a busy medium upon detection of a DSSS signal with energy above the Energy Detect threshold.

· CCA Mode 4: Carrier sense with timer. Start a timer with duration of the longest possible 5.5 Mbit/s PSDU and report a busy medium only upon the detection of a High Rate PHY signal. CCA shall report an IDLE medium after the timer expires and no High Rate PHY signal is detected.

· CCA Mode 5: A combination of carrier sense and energy above threshold. CCA shall report busy at least while a High Rate PPDU with energy above the ED threshold is being received at the antenna.

11g
The 11g CCA mechanism detects all supported preamble and header types.

The CCA mechanism detects that the medium is busy for the PLCP PPDUs specified in both 802.11a and 802.11b.

11g CCA Modes

The ERP shall provide the capability to perform CCA according to at least one of the following three methods:

· CCA Mode 1:  No Change.

· CCA Mode 4: Carrier sense with timer. CCA shall have a mechanism for carrier sense that will detect all mandatory 802.11g sync symbols. In this requirement, carrier sense includes both Barker code sync detection and OFDM sync symbol detection.  CCA shall start a timer whose duration is 1.3 ms and report a busy medium only upon the detection of an ERP or HRDSSS PHY signal. CCA shall report an IDLE medium after the timer expires and no PHY signal is detected. 

· CCA Mode 5: A combination of carrier sense and energy above threshold. CCA shall report busy at least while a PPDU with energy above the ED threshold is being received at the antenna.  The energy detection status shall be given by the PMD primitive, PMD_ED. The carrier sense status shall be given by PMD_CS. The status of PMD_ED and PMD_CS is used in the PLCP convergence procedure to indicate activity to the MAC through the PHY interface primitive, PHY-CCA.indicate. A busy channel shall be indicated by PHY-CCA.indicate of class BUSY. A clear channel shall be indicated by PHY-CCA.indicate of class IDLE.

11h

Supports a CCA Request/Report

· The report contains the CCA Busy fraction - the fractional period duration over which CCA indicated the channel was busy during the requested measurement period duration. 

· It is defined as Ceiling (255 * [Period Duration CCA indicated channel was busy] / [Measurement duration]). 

11e

· The current 11e draft defines a channel utilization field in QBSS Load element.

· defined as the percentage of time the QAP sensed the medium busy, as a measure of the carrier sense mechanism. 

Recommendations

· A CCA based channel measure should be included in a radio resource measure information element sent by each STA to the AP. 

· Currently the standards defines various optional modes, so such a measure will not have uniform meaning. 

· Its common to support the various modes.

· Should require the support of all or certain CCA modes so that AP can choose  the mode to be used for measurement/operation. 

· Support different CCA measures one for Energy Detect and another for Carrier Sense, to help distinguish non 802.11 interference.

· Support a different measure for different synch/preamble?

·  help better operation in a multi rate/phy env. 

· Ensure PAR allows to modify PHY and MAC as required.
7.5  Real Time Parameters

There are many real time parameters to keep track of.  In fact, all the radio information is in real-time and therefore requires some kind of trending or averaging or standardized measurement to get valuable information parameters for use by the upper layers.
7.6  Real Time Issues

Real time issues include how to measure, how to standardize, how to store, and what could be done with the information.  
7.7  Measuring Transmission Speeds

Another element of variation in need of standardizing is the transmission speed.  The 802.11x differentiations give transmission speed information for use by higher layers.  This is only one parameter of what could be done with transmission speeds in real-time and trending the information to assist in making decisions or policies about the communication speeds in a wireless LAN.
7.8  Measuring Throughput in WLANs

Throughput in a WLAN gives a more realistic approach to measuring transmission speed.  For example 802.11b is advertised as a 11Mbps protocol, but in fact, the raw data rate is 5.5Mbps in each direction, and the real throughput is about 50% of the 5.5Mbps.  Each of the 802.11 PHYs has this kind of an issue and they need to be defined.
7.9  VOIP Radio Resource Issues

The VOIP represents a special resource issue in the wireless LAN space.  The VOIP measurements are primarily to optimize the VOIP and decrease the effects of jitter and latency.  The link margin is also a factor in the ability of the wireless LAN to deliver VOIP appropriately.
7.10  Additional Information needed in the MIBs (802.1x, 802.11, 802.1p) 

7.11  Diagnostics Needed for Effective Mgt of WLANs

Sampling Rates

7.12  Control

Whether to include Control?

· RRM (Radio Resource Management)
or
· RRMC (Radio Resource Management and Control)

Levels of Change to Current Spec
· How much change?

· Balance possible features against the need for the group to complete it’s work in a reasonable amount of time

· Don’t want to make work complex for implementers

· Want to make sure we do enough work to be useful
When do you call it control

· How much control is useful?

· Don’t want to delay the work of the group

Where do you call it control?
· Informative text specifying measurements. Zero change to current MAC implementations (SME only)

· Text specifying MIBs and measurements requiring very little change to current MAC and AP implementations (MLME only)

· New measurements that will require a certain amount of code to be added to existing MACs, but no changes at all to operation on the air (changes to physical layer control elements)

· Extending use of TGh protocol to all PHYs (incl. 2.4Ghz)

How much Control?

· Adding new messages to TGh protocol, specifying extra measurements to be taken by the client and reported to the AP

· Adding new messages to TGh protocol, allowing MAC/PHY parameters to be set on the client by the AP

· Adding new messages to TGh protocol, allowing MAC/PHY operation to be directed

· Other modifications to the MAC protocol operation


[image: image11.emf]September 2002

Richard Paine, Boeing Slide 2

doc.: IEEE 802.11-02/XXXr0

Submission

$/Mbps

DR/TR

Below MAC Boundary Above MAC Boundary

MAC Boundary

MAC Boundary

Black Box with 

Algorithm, 

PDP/PEP, etc

Instances of AP and STA Information

Wherefore Art Thou, Control?

Factors to Consider

-Scaling

- All characteristics of the 

link (that we know)

- IP Address/Subnet Mask

- $/Mbps      

- Data Rate (Last, Avg?)

- Thruput


8.  Architectural Principles for RRM Based on Requirements and Issues

8.1  Big Picture Issues

· Wireless Data Anytime/Anywhere: means that practical wireless devices will be capable of accessing multiple Radio Access Technologies (RATs).

· Existing Chipsets already cover many dual and tri-mode RATs:

· Company Q: 802.11b /W-CDMA, 802.11b /CDMA2K, 802.11b/W-CDMA/Bluetooth, 802.11b/CDMA2K/Bluetooth.

· Company N: 802.11b/GPRS

· Company M: 802.11a/Bluetooth.

· Company E: W-CDMA/Bluetooth.

· Future chipsets will expand this multi-RAT capability range.

· Operators are leveraging their worldwide roaming and customer billing capabilities to provide ubiquitous Wi-Fi services in a single bundled offering.

· 3GPP and 3GPP2 are standardizing inter-RAT handoff techniques which require inter-RAT RRM measurements.

· CONCLUSION: 802.11 RRM measurement effort must “fit in” to this long-term, BIG picture landscape.

Inter-RAT Issues

· Within 802.11, new multi-mode devices will permit inter-RAT operations among 802.11b, 802.11a, and 802.11g.

· Alternate WLAN technologies require inter-RAT operation with 802.11, as evidenced by new WIG initiative at this meeting:

· ETSI Hyperlan2

· ARIB MMAC

· The WLAN-type data services will be offered with many other radio access technologies, including cellular:

· 3GPP W-CDMA

· 3GPP2 CDMA2000 (CDMA2K)

· Bluetooth

· GSM/GPRS

· Each of these RATs must be considered when standardizing 802.11 RRM measurements.

Inter-RAT Handoff Matrix
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· 6 different Handoff scenarios to analyze for intra-802.11 operations.

· 12 additional Handoff scenarios to analyze for WIG interworking.

· 24 additional Handoff scenarios to analyze for other identified wireless data RATs.

· There may be certain reasons why some of these scenarios are not practical to standardize. 

· Priorities and consensus scheduling needed to address completion of worktasks for each new RAT addressed by 802.11.

Mobility with Multiple RAT Devices

· Each inter-RAT handoff scenario must consider the same issues:

· Identification of collocated RATs (scan for other available h/o options or monitor broadcast info for collocated network)

· define measurements in source RAT (“from” RAT)

· define measurements in target RAT (“to” RAT)

· define measurement opportunities in source RAT, i.e. time periods during which radio may switch frequencies/modes to measure in target system:

· min/max/average measurement period (how long can single measurement last)

· average measurement opportunity frequency (how often can device measure

· cannot disrupt ongoing services in source RAT

· Does User/Operator agreement permit operation on target RAT?  Roaming/Billing issues.

· Who controls measurement selection?  STA?, source RRM?, target RRM?, multi-RAT RRM?

· Who controls handoff decision threshold?

· Use of handoff to mitigate inter-cell interferance?

· Synchronous (scheduled at particular time) or Asynchronous handoff?

WLAN Control Model

· STA configures measurements and selects AP within RAT and RAT among options.

· STA may autonomously reassociate with new AP and reassociate (handoff) to new RAT.

· MIB may be used to post STA capabilities and measurement results

· Not very compatible with centralized RRM paradigm for network and internetwork management.

Cellular Control Model:  Cell Selection/Reselection
· STA has no ongoing services and  is in idle mode, monitoring for incoming calls or pages or packets.

· RRM broadcasts System Information parameters to all STAs with details about measurements, neighbor cells and reselection decision algorithm.

· STA configures measurements per global RRM broadcast.

· STA autonomously applies global reselection algorithm.

· STA reassociates autonomously, then may perform update procedure to inform RRM of new association.

· Similar to WLAN Control Model, but may be implemented differently.

Cellular Control Model: Handoff

· STA is “connected” to network and user services are ongoing.

· RRM configures measurements.

· STA performs measurements and reports/posts results to RRM.

· RRM decides and coordinates H/O between STA and source/target Cells.

· Compatible with 802.11 control paradigm with added L3 signalling or MIB modifications.

3GPP Measurement Model

· W-CDMA Measurands:

· Pilot channel Received Signal Carrier Power (RSCP, like RSSI)

· Pilot channel Ec/Io

· Neighbor OTDOA, Observed Time Difference of Arrival of Pilot Channels, radio frame time offset between current cell (AP) and alternate cell, supports location services

· GSM Measurands (inter-RAT measurement made from W-CDMA STA on collocated GSM network):

· GSM Carrier RSSI (defined in GSM standard)

· CDMA2K Measurands:

· Pilot Channel Ec/Io

· Soft Slope

· Add Intercept    (all defined in TIA/EIA/IS-2000)

3GPP Measurement Reporting

· On-Demand:   immediate, single measurement report

· Periodic:  cyclic reporting with immediate start or scheduled start

· Event Triggered:

· Single Threshold Crossing: increasing/decreasing trigger, with/without hysteresis.

· dx/dt Threshold Crossing: rate of change threshold, increasing/decreasing trigger, with/without hysteresis .

· Single Threshold to Periodic:  like single threshold, but trigger event begins periodic reporting, increasing/decreasing trigger, with/without hysteresis.
3GPP References

· All 3GPP standards are available on website: www.3gpp.org

· Technical Specification 25.133, Requirements for Support of Radio Resource Management, ver 5.3.0, (filename 25133-530.zip):

· Describes RRM strategy and supported capabilities for measurments designed for efficient network management in a multi-RAT environment.

· Includes STA performance requirements for measurements: accuracy, mean/max period for measurment, measurment environment and interference levels.
· Technical Specification 25.331, Radio Resource Control (RRC) Protocol Specification, ver 5.1.0, (filename 25331-510.zip):

· Describes control protocols for RRC including inter-RAT handoff and measurements supporting handoff and location services.

· Contains detailed signalling messages for configuring measurements and for measurement reporting.

Suggested Next Steps

· Maintain broad view while focusing on small, acceptable steps to modify 802.11 standard.

· Develop a reference mobility model: indoor vs outdoor, mean/max velocity, interference scenarios.  (These affect feasibility of certain measurements.)

· Define 802.11 measurement opportunities early in process in order to determine feasibility of inter-RAT measurements for 802.11 STAs to evaluate access options (make measurements) in other target RATs.  

· Define all specification modifications with extensibility to accommodate all RATs currently identified for wireless data services.

· Select measurands and measurement reporting types from superset of those already used in 802.11 or in other identified RATs.

· Limit initial work to WIG RATs (802.11, HyperLan2, MMAC).

· Limit initial work for new RRM interfaces to MIB extensions/modifications
8.2  No immediate alteration of PHY

The big picture relative to altering the PHY is that it would take a long time and not meet the objectives of the RRM task group.  Altering the PHY means a reaffirmation of three and possibly four PHYs.  Not a very practical approach.
8.3  No immediate alteration of MAC

The big picture relative to altering the MAC is in the same kind of category.  It would take too long and not meet the objectives of the RRM task group.  Having also applied the same criteria to the MAC is somewhat different, however.  Several members of the RRM group could do the MAC work and be able to help bring it to fruition.  The MAC work we are talking about is bringing the information about Clear Channel Assessment (CCA), data rates, throughput rates, and channel selection, etc.  The information can go across the MLME SAP to the SME.  When looking at the Control issue, there are several ways to provide information to the layers above.  The most appropriate way is to deliver the information to the SME and have the higher layers access it.
8.4  Detection of Rogue Access Points

One of the major issues and problems currently being confronted by the WLAN community is the availability of rogue access points and their deployment in enterprises and commercial establishments using WLAN technology.  In the case of an enterprise, the IT organization wants to manage its WLAN environment.  In the enterprise, the primary source of rogue access points is the employee trying to increase his productivity.  In the case of Microsoft, for instance, the employee is also being innovative.  Integral in the enterprise case is to enable the employee to be innovative and yet be a good corporate citizen.  What Microsoft has done is created a way to find rogue access points and include them in the enterprise WLAN environment.  Key to this effort, however, is the need to find rogue access points.  Measurement parameters are needed to know the impact of an added AP and how it fits into the overall environment.
8.5  Mechanism for Trends

One mechanism for looking at how quickly changing information can be accommodated and assessed is to measure trends.  So, for instance, the RSSI of a associated STA is decreasing, this information could be used to do a pre-authentication to the AP toward which the STA is moving and then move the association to the next AP.  Such relative signal strength could be used for assessing location by the layers above if they had the information available to them.  Another example might be the trend of QoS.  If the link margin is adequate for guaranteeing QoS over a WLAN link, then a higher level assessment could be make to guarantee a VOIP call or even a video over the link.  The trending of the link margin could be an indicator of the applicability of moving streaming information across WLANs.  If the trend has been consistent over a period of time, the likelihood may be higher that the WLAN can support a QoS based transmission.  Such a likelihood could be part of a policy-based QoS to deliver a certain Service Level Agreement.
8.6  Detect Real-Time Information

The need to detect real-time information is obvious in the realm of VOIP and video.  However, relatively low link margins are needed for VOIP and buffering can be done for Video On Demand (VOD).  What can’t be done very easily is assessing the levels of real-time VOIP and streaming live video that are practical over a WLAN.  
8.7  Cisco Example Approach

802.11

•BSS channel

•AP transmit power

•Client transmit power limit

How to use the information

•Simplify and/or automate WLAN radio configuration

•Achieve better performance in dense BSS deployments

•Better utilize radio resources across client stations

•Alert WLAN administrator to problems

•Notify client station users of current radio status

•Each company uses measurements to add value

What to measure

•Attributes that characterize the WLAN radio environment

•Attributes that affect or reflect WLAN radio performance

•Attributes that are not manufacturer specific

•Define the simplest, smallest set of measurements required
Categories

Statistical Measurements characterize the radio environment in a long-term statistical sense. For example,

•Measure 802.11 traffic load as channel busy fraction1

•Measure non-802.11 interference as received power histogram1
Identity Measurements identify stations that affect each other’s performance. For example,

•Identify each neighbor AP by overhearing its MAC address

•Identify each neighbor STA and its serving AP in a similar manner

•Identify hidden STA when receiving downlink frames with no ACK 
Station (STA) Changes

Wireless MAC message protocol

•Build upon 802.11h mechanisms and measurement frames

•Add RRM capability bit and RRM action frame type

•Augment 802.11h measurements with new requests/reports

MAC firmware

• Handle new management frames in the wireless MAC protocol

• Compute measurement payloads from PHY registers and traffic
AP Changes

Process measurement requests from external entity

•Translate external request into measurement action at AP radio

•Translate request into action frame and send to client stations

•Perform these actions at periodic interval, if requested

Accumulate, store and/or report measurements

•Measurements taken at the AP radio

•Measurements reported by client stations

•Method of conveyance is a separate discussion
What not to Change in a STA

•Wireless MAC control frames and procedures

•Wireless MAC data frames and procedures

•Any hardware, including MAC and PHY

What is Radio Control?

What it is

•Ability to remotely assign parameters values to client stations

•802.11h already does something similar via Power Constraint

•RRM could do this via parameter command action frames

What it is not

•Algorithm for radio planning, load balancing or QoS control

•Method for converting algorithm results into parameter values

8.8  Instant802 Example Approach

Purpose of Additions

•Enable better diagnostics of problems
–Using info that is easy and cheap to gather

•Enable better frequency planning, optimize network performance

–Enable automatic frequency planning

•Enable new services

–Location based services

Diagnostics

•Interference from non 802.11 sources
•Interference from other 802.11 networks

•Interference from other APs within same ESS

Add STA Table to MIB

•Station table is list of wireless STAs an AP knows about
•Also applicable to IBSS

•Currently implemented by many APs, as proprietary MIB/telnet/web interface

STAs Listed in the Table

•Only wireless stations listed
•Stations that have communicated with this STA

–Authenticating stations

–Authenticated stations

–Associated stations

–WDS links

•Wireless stations known about through DS only (e.g. pre-auth)
STAs Communicated With

•Table includes all stations a station has received any frames from
•For each station expose full state of communication with that station

–Pre RSN authentication state

–802.1x port ID

•Further auth info can be found from 802.1x MIB

–Association state

–Detailed link statistics

Link Statistics

•dot11MACStatistics
•Counts of

–MSDUs/MPDUs received/transmitted

–Channel utilization in rx & tx direction

•Measured as total μs

•Data rate & modulation of last rx and tx

•RSSI, signal quality

•Link margin as seen by other station

–Available for 11h stations

–Either use recent measurement report, or request report for each SNMP request
MAC Statistics to MIB

•Channel utilization from TGe
•Total associated stations

•Total authenticated stations

•Optional events to notify mgmt station of authentication and association events

–Current MIB sends TRAPS on assoc/auth failures

Events to Report

•Channel utilization from TGe
•Total associated stations

•Total authenticated stations

•Optional events to notify mgmt station of authentication and association events

–Current MIB sends TRAPS on assoc/auth failures

9.  Conclusions and Recommendations

The assessment that has been made so far in the requirements and issues discussion includes considerations for the existing MIBs, for previous work such as 802.11h, for previous work by 3GPP, for existing proprietary mechanisms, for desires of providers, and recommendations from several companies whose products deliver WLAN management.  
9.1  Alternative Approaches to an RRM Architecture

There are only two big picture alternative approaches to an RRM architecture based on these requirements and issues.  Pictorially, the last figure in chapter 7 gives a view of the strongest alternatives.  One alternative is to modify the MAC with algorithms to pass only a few parameters across the MLME SAP to the SME.  These parameters are the result of some computation.  Such computation makes varying degrees of assumptions about the on-board processor and its capabilities to do such computation.  The other alternative is to pass per-client or per-STA information en-masse across to the SME and let the higher layer applications access the information in the SME.  
Algorithms in 11 Specification

In the algorithmic approach, the algorithms will need to be inclusive in the MAC.  The collection of the information will come from the PHY and the MAC, but be passed to the MAC for processing in some algorithmic sense.  The end result will be information in the SME that has gone through significant processing before it gets loaded into the SME.
Per client

In the per-client approach, per-STA tables and AP tables are the core technology to be applied and the information made available in the SME.  The MLE and the MLME will need to send information across the SAP in large quantities to satisfy the requirements as expressed in several of the recommendations.  
9.2 Conclusions

Taking into consideration Moore’s Law and its ensuing implications, the end device processing power will be a major factor in determining the best approach.  The per client approach holds the most promise for meeting the measurement requirement. 
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RRM Extension Options
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		RRM Applications are outside the 802.11 specs.



MAC

PLCP

PMD

PLME

PHY SAP

PMD SAP

SME

MLME 

PLME SAP

MLME SAP

PLME SAP

MAC SAP

RRM

RRM

RRM

RRM

RRM

RRM

Applications

(outside 

802.11)








_1096513402.ppt
doc.: IEEE 802.11-02/640r0

Submission









Radio Resource Measurement

Access Port

MAC

PHY

Measurements

Control

Measurements

Control

Measurements

Control

Measurements

Control

Client/STA

MAC

PHY



TR

DR

Per Client MIB

Hidden Node

Overlapping BSS

ESS

RSSI

TX Power

BER

TR

DR

Measurement/control

we will do

BER

Measurement/control

we will NOT do



Harry Worstell, AT&T

doc.: IEEE 802.11-02/640r0





Harry Worstell, AT&T








_1096532065.xls

_1094911146.ppt
September 2002

doc.: IEEE 802.11-02/568r0

David Skellern, Cisco Systems

Slide *

Submission





Figure 26 – Layer Management Model
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802.11 Station Architecture

ISO/IEC 8802-11:1999(E) specifies the following STA architecture 
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