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Abstract—Location information should be verifiable in order (e.g., access control), where a more natural paradigm ts tha
to support new computing and information services. In this the client provides a claimed position to a verifying entftpr
paper, we adapt the classical challenge-response methodrfo g,chh computing services, a more natural model for securing

authentication to the task of verifying an entity’s location. o . . .
Our scheme utilizes a collection of transmitters, and adapt localization is to verify the truthfulness of the claimeddation

their power allocations to verify a user’s claimed location This  [9], [10]. The verification of a location claim is thus a prebi
strategy, which we call power-modulated challenge respoes is of authentication. Consequently, in this paper, we adapt the
able to be used with existing wireless sensor networks, andev classical challenge-response method from authenticttithe
present three variations. First, we propose a direct methogwhere task of verifying an entity’s location. Our approach utiiz
some transmitters are selected to send “challenges” that th - . . . .

claimant node should be able to witness based on its claimed & collection of tra_nsm'tters with fixed locat'c_ms' and adgpt
location, and for which the claimant node must correctly repond  the power allocations across these transmitters to verify a
in order to prove its location. Second, we reverse the stragy user’s claimed location. This strategy, which we call power
by presenting an indirect method, where some transmittersend  modulated challenge response (PMCR), can be used with
challenges that the claimant node should not be able to witrss. existing wireless and sensor networks.

Finally, we present a signal strength based method, where ¢ Th . i>ed as foll In Section || id
node responds with its received signal strength and thereby € paper 1S organized as Tollows. In Section {1, we proviae

provides improved location verification. To evaluate our shemes, @ quick discussion of the propagation modeling and two
we examine different adversarial models for the claimant, ad different adversarial models. In Section Ill, we present a

characterize the performance of our power-modulated chainge direct PMCR method. We then examine an indirect method
response schemes under these adversarial models. in Section IV, and finally present our signal strength based
method in Section V. We provide a comparison of these

algorithms in Section VI. Finally, we conclude in Section VI
Many new computing services are being proposed that

utilize location information, ranging from position-entwed Il. SYSTEM MODELS

routing [1] to services that allow access to resources baseda, Propagation Model

a client's claimed position. As these location servicesrat®)  \when a wireless signal propagates in space, it suffers
from the laboratory, it will become increasingly importangttenuation due to both path loss and shadow fading. In
that the location information utilized by these services igis work, due to its simplicity and generality, we adopt the

trustworthy. Notably, before an entity should be allowedess  compined path loss and shadowing model [11]. For this model,
to location-restricted files, as discussed in [2], it is eisé the received power in dB is given by

that position information be verifiable.
Currently, the approach taken to obtain location inforovati P (dBm) = P, (dBm) + K (dB) — 10vlogio(d/do) + $ap,

rggarding a specific Qevice is. by witnessing physicgl (e'&/here P, is the transmission power, andl is the distance
signal strength [3] or time of arrival [4]) or network profies between the transmitter and the receivgfp is a Gaussian

(e.g. hop count [5]) associated with that device's transmlaistributed random variable with zero mean and variarice
aB "

sions. Although there have been many localization algoréth ~ : . ) .
: . v is the pass loss exponent, which differs for different eswir
proposed [3], it recently has been noted that the percelvgdS . g .

» . . L ments.K andd, are site-specific, constant coefficients. Due
position of a device can be easily affected by a maliciousyent . v .

) - . to fading, even when the transmission power and the distance
altering the calibration of the physical measurement @sce fixed. th | ved is still d bl
(e.g. adjusting transmission power, or employing nonrggut are fixe , the actua} received power 1s still a random vaeia

e . T : . f(()j] owing a Gaussian distributioo\V (f (P;,d),0,,,). The
antennas at the device whose position is being determlnerzn an received power ig (P,d) — P, (dBm) + K (dB) —
[6]. Although there are efforts to secure the Iocalizatiorl'l0 P b Tt
process [6]-[8] by adding conventional authenticatiordBedr
applying robust statistical methods, these methods dlesti
naturally applied to scenarios where proof must be provid&l Adversary Model
to a third party, such as in access control systems. We consider two adversary models: a naive adversary and a

Rather, there is a large class of location-oriented sesvicemart adversary model. In both models, the adversary claims

|I. INTRODUCTION

~vlogio(d/dp). For all simulations in this paper, we use
K =-219,dy =1, andy = 3.71.



he is at position(z,y), while his true position is(z’,y’). NN o8\ A
For a naive adversary, we assume he does not know th* [ %
locations of the access points. Therefore, he cannot dstima .\
the transmission power used by the AP he heard from. Henc: S
he will respond to the challenge like a normal node according- - -
to what he hears gt’,y'). For a smart adversary, we assume™= & = = M@ @ w w Mo w o ow
he knows the locations of the access points, his true lazatio (a) (b) (©)

and the parameters of the propagation model. Thus, he ¢&n 1. Probability of false positive with direct PMCR, (&)= 1 AP, (b)
estimate the transmission power used by the APs he hedrd, 2 APS: (©k =3 APs. '
He then estimates the challenges received at position), 0s
and makes a smart response according to his estimates. o Access Paint

<4~ Node's True Location

C. ASJmptiOﬂS © Node's Claimed Locatior
Our analysis is based on several assumptions. First, we j
assume all the APs are trustworthy. Also, we require that the
APs are equipped with radios that can adjust their transomiss P
powers over a continuous range of values.
Second, the WLAN environment is homogeneous. We also (@) (b)

imply that all claimants can decode a challenge only if thgg. 2. (a) The claimed location and the true location, p), versusde:
received signal strength is not less than a fixed, commaosing direct PMCR, fok =1,...,6 APs.

threshold P,,;,,. For all simulations in this paper, we letany of them, or we can simply get one valid configuration by

Prin = —110dBm. assigning the poweP;; such that
Finally, the antennas of the APs are assumed to be omni-

directional for computational simplicity. If the antennage 0 (P"”'" -/ (Pfjv‘ij)> > ¥ e, )
directional, the performance could improve since this woul

reduce the adversary’s chance to hear the challenges when he
is away from his claimed position.

°
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Securlty analysis

Since all APs should be heard at the claimed location in
ll. DIRECTPMCR the direct PMCR scheme, the adversary should respond to all
In this scheme, we choosk out of K APs to send challenges he can hear no matter whether he is a naive or
challenges that can be heard if the node is truly at the cthima smart adversary. Therefore, we do not distinguish between
location, and keep the othdl — k£ APs silent. We record them in this section.
the indexes of the APs who send challenges ik-element  Suppose the adversary claims his position(asy), but
setH.,. The transmission power of each AP depends on tie actually at(z’,3’), as illustrated in Figure 2(a). Then,
requirement we set on the probability of not being able the probability that he hears AB challenge is given by
verify a normal (trustworthy) claimant node, and is desmdlb y Prin—f(Ps; .d})
below. (P = Pmi") =@ Tean ’
For aj € H.,, the probability that a normal node at itsadversary's actual distance to APThe probability of the
claimed (also true) locationr,y) can hear APs challenge adversary hearing alt APs, (and thus is falsely verified), is

, where d’- is the

Prin—f(P;
is given by Pr (P, > Prin) = Q (#2 , Where - ﬁ Prin — f (Ptj7d;_) "
Py, is the transmission power used by AFRI; is the node’s Pir = je, Q Toun '

distance to AP, P, is the received power from APat the

node’s location, and)(-) is the standard Gaussian Q-function. We will illustrate their effects with the example network

The probability that the node can hear aIAPs, and thus be topology shown in Figure 1(a). There are a total of six APs,
- . Prin—f (Pt d;) placed regularly on the grid. The APs are numbered as shown

verified correctly, isp, = HJGH Q Teup ) - An in the figure. The claimed positigix, y) is in the center of the

important design criterion is that the probability of a natm field. Of course, different layouts may affect the appeaganc

node not being verified be less than thresheldet by the of results, but the overall behavior will hold.

system designer. We call it the probability of false negativ Suppose we choose= 0.1, and assign the power of each

and denote it ap,. Then the criterion is simply;, < a. active AP such that condition (2) is satisfied with equality.

Sincepy, = 1 — py, this criterion is equivalent to requiring Then, for every true locatiofz’, '), there is an associated

K Prin —f(Ptj,dj) possibility of false positive, which can be calculated from
jel;l% @ Toan zl-a @ (3). Plotting the equap, contours for different numbers of

active APs, we obtain Figure 1. The contour labeled 0.9 means
For a given set of active APs, there are many valid confi¢hat for any adversary located inside this contour clainang
urations{P;, } satisfying the above equation. We can choogwsition(z,y), he will be verified with probability greater than



0.9. Because we require a normal node at the claimed positic - 2 2
be verified with probability 0.9, the claimed position wik lon N
the contour. The smaller the area inside the contour, themoi.
reliable the verification is. The area with large, shrinks
even further as we increase the number of APs because tl-
intersection area of coverage shrinks quickly as the nuraber i
active APs increases. (b)

We also calculated the average probability of false pasitivig. 3. Probability of false positive with indirect PMCR famaive adversary.
p1y(dr) when the adversary's actual locationds distance ()6 505 L0 L s @031 % ot fom now or,
away from its claimed location. The curves for differentued  view. v
of k are plotted in Figure 2(b). The improvement frdm= 1 TRy
to 2 is very significant, and the improvement slows dowrkas
further increases. Hence, to ensure a low probability afefal
positive, we need to have a large enougl®n the other hand,
we note that it is not true that the largerthe better. A larger
k will result in larger P;; through condition (2), which might e
help the adversary. -

0

2/ an nd AP:
9~ AP1,2,3 heard an: —9—AP1,2,3 heard an

Average Probability of False Positive
°
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IV. INDIRECTPMCR (a) (b)

In this scheme, we choogeAPs to send direct challengesrig, 4. Pp Versusde for direct and indirect PMCR. The first three are
that can be heard andAPs to send indirect challenges thatlirect PMCR withk = 1,2,3 APs, while the last three are Indirect PMCR,
cannot be heard if the claimant is actually at the cIaimé‘ﬂth k =3 andl = 1,2, 3. (a) for a naive adversary (b) for a smart adversary.

location. The remainindC — k — [ APs are kept silent. Here, .
K >k +1. We useH., to denote the set of indexes of the varies from one to three. The power used by each active AP

APs sending direct challenges, afifl, to denote the set of IS chosen such Fhat S4)Iand (5) are satisfied .With equalliu;_/.l Fo

indexes of thd APs sending the indirect challenges. every true location(z’, y'), there is an associated possibility
Therefore, the probability that a normal node can heak all°f false positive, which can be calculated from (6). Platin

direct APs and cannot hear all of thindirect APs, and hence (€ €dualps, contours for different sets of indirect ARswe

can be verified correctly, is, = []* Pr(P. > Poi) - obtain Figure 3. The change of, with d.. is presented in
Y, iBo = ljen,, r (P 2 ) Figure 4(a). The figures show that introducing indirect APs

! kL
[Lnen,, Pr(Pr,, < Prin). Just as in direct PMCR, we re- ey ces the vulnerable area, and in turn decreases thegavera
quire that the probability of a truthful node not being vextfi opapility of false positives.

prn, 10 be less than a threshotd Sincepy, = 1 — p,, this

criterion is equivalent to requiring, > 1 — a. Again, for B. Security analysis for a smart adversary

a given set of d'fe‘“ and_ mqllrect APs, there are many valid Since a smart adversary has knowledge of the APs’ locations
power configurations satisfying the above equation. We ca

. . i : . fid the propagation models, he should make a smart judgment
cho_osg any of them, or simply obtain a valid configuration bgn whether he should respond to a particular challenge or
assigning the power such that not. We now discuss how a smart adversary makes such a
o Prin — f (Ptj=dj) > M4, Ve He, @ judgment and calculate the probability of false positive &

smart adversary.
and First, let us assume a smart adversary can hear from AP
0 ( Prrin — f(Ptm,dm)> <1-MWTTa,  VmeH,. () apq the received power vsj > Pmin. HE needs to make a de-_
cision on responding to this challenge or not. To do so, les tri
to find the distribution of the received power at the claimed
i ) location conditioned o’y . Since he knows the location of
just as a normal node, even though his true locatiény’) is  that the transmission power of ARollows a Gaussian dis-
different from his claimed locatiofiz, y). A naive adversary ripution. that isP, = P, — K + 10vlogio(d’ /do) + Ny
. . . . 1 J T3 J :
will be falsely verified (_)nly if he hears all direct challe_rage-rherefore, the received power at the claimed positiany) is
and does not hear all indirect challenges. The probability 8iven by P,, = PT,j i 10710910% + Ny + No. where Ny, N,

false p05|t|v;epfp, 's given by l is another Gaussian random variable following(0, o, )-
pro= ] Pr(p;j > pmm) I pr(p;m < pm.n)_ © If Ny and N, are independent, thef [N, + N»] = 0, and
i€He, meHn, VAR[N1+N,] = VAR[N,]+V AR[N,] = 203 _ . Therefore,
Now we illustrate how introducing indirect APs changethe distribution of?; conditioned onP; is
the verification performance. We use the same deployment , ) d
as earlier with three direct APs. The number of indirect APs Pr(PrylFr;) ”N(Pw + 1071"91(’(1—;"/5"*%3) : @

%eaB

9¢aB

A. Security analysis for a naive adversary
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Fig. 6. (a) ps, versus threshold, (b) a clear view of error distance Fig. 8. Average probability of false positive versds; with SS-PMCR,
corresponding t,, of both 0.1 and 0.2 with different number of APs. wherek =1, ---,6 APs, (a) for a naive adversary, (b) for a smart adversary.

of observed signal power$P, } is Pr({P,}|(z,y)) =
The smart adversary then estimates the probability tha‘]:HP?eH Pr (P,,|(z,y)) - To verify a node, the system checks
node at the claimed position can hear the challenge sent; Yt the response from the claimant includes received power
AP;, and accordingly makes his decision to res/pond o Bm all of the active APs. If this is true, the system will
challenge or not. I.n particular, 'PT(PT:_' Z PW”|PT]') Z 7. make a maximum likelihood estimation of the location of the
the adversary decides the challenge is a direct challende &jyqe hased on its reported received power. Denote thisdocat

will respond to it. Otherwise, he will ignore the challenge. egtimate agz, ), then the maximum likelihood estimate is
If we plot the equals ¢, contours for different set of indirect

APs| for 7 = 0.5, we obtain Figure 5. The change of average - (Bo)=arepman P <{I?”}‘(w’y)) ' .
probability of false positive versus the distance betwden t If the distance between the estimatéidg) and the claimed
claimed and true location,, is presented in Figure 4(b). The(%;y) is smaller than some threshalidthe system will decide
figures show that introducing indirect APs actually inceasthat the node is atz,y). Otherwise, the system rejects the
the probability of false positive when the adversary is smaflaim. The threshold determines the probability of not being
The more indirect APs, the larger the detrimental effectewh able to verify a normal node (the probability of false negati
the adversary is smart, the benefit brought by using indirébts), Which is given by .

APs cannot exceed the detrimental effect caused by using ars» = Pr (@ —2)°+@—v)* >¢*) - J[ Pr(Py, > Puin)

larger transmission power for the direct APs. In fact, for a 7€ Hek
fixed false negative rate, the indirect method uses more powe n (1 _ ﬁ pr (P, > Pmm)>
than the direct method and, as a result, the indirect PMCR j€He,

system performance actually turns out to be worse than the ~ Pr ((2 — 4 G-y > t2) )

direct PMCR scheme. Here t is chosen to satisfy the system’s requirement on

V. SIGNAL STRENGTHPMCR psn. We note the above equation holds if the transmission

In this scheme, after a node claims its positiénAPs are powers of these: APs are large enough to guarantee that

randomly chosen to send challenges with random transmissfo normal node could hear all the challenges. An analytic

relationship betweep, andt is difficult to obtain, and we

power {F;,}. The Power 1S chosen to be large e_nough_ S?IUS used simulations to explore hgw, changes witht for
that a truthful node will hear all the challenges with a hig - .
k = 1,---6. The results are presented in Figure 6(a). Since

probability. However, unlike the earlier methods, the nixle ; . o »

required to report back its received pow?, } for each AP a larget will result in a large probability of false positive,
: . 9 . we would prefer a smalt that satisfies the,,, requirement.

to the infrastructure. This reported power is then used tifyve Figure 6(b) shows the value ofor different amounts of active

the node’s claimed position. AP’s, k, when we requires, = 0.1 andpy, = 0.2. Clearly,

Due to shadowing, the actual received power from .
each AP at locationz,y) follows a Gaussian distributionk should exceed three to ensure that a smatan satisfy

. the requirement. This is not surprising as three data rgadin
of N (f(P..,d;),v20,,,). Note the location(z, lays . : o ,
a roIe(Jicn( tﬁis ;J))robabilftilejensity function thrc()ugg}?. Q/\/I%;'l are needed to perform triangulation when estimating a 1sode

uncorrelated shadowing, the probability density of the SI&can_on. Beyond: = 3, mcreasmg_the number of active APs
only improves the performance slightly.
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A. Security analysis for a naive Adversary

of the received power at the claimed position based on his
actual received power and deployment knowledge. In this
case, the performance of SS-PMCR is similar to that of the
direct PMCR scheme. The indirect method has the worst
performance among the three schemes when the number of
active APs is kept the same. This is mainly because, to
guarantee that the indirect AP cannot be heard by a normal
node at the claimed location, the coverage area of this AP is
small. Thus, it can only affect an adversary within a small
range around this AP. Hence, on average, the indirect PMCR
scheme with a naive adversary, for 3 direct APs and 1 indirect
AP, performs only slightly better than the direct PMCR schem
with three APs, and performs worse than the direct PMCR
scheme with four APs.
VIl. CONCLUSION

In this paper, we proposed power modulated challenge-
response location verification. Three variations weregrtesi:
direct PMCR, indirect PMCR and signal strength PMCR. We
showed how to modulate the power of challenges to satisfy
system requirements on the probability of falsely denying

A naive adversary will simply report its actual receive@ truthful node’s location claim. The probability for falge
signal strength§P,,'}, hoping to pass the verification processV€rifying a bogus claim was discussed for both a naive

The probability of false positive is

k
pip = Pr ((j/ — m)2 + (@ - v)? < t2) . H Pr (Pr/j > Pmm) . (8
J€He,

We plot the equaps, contours for different sets of active

and smart adversarial model. The results show that for the
same requirement on the probability of false negative, our
signal strength PMCR provides the best performance against
a naive adversary. The performance against a smart adyersar
is worse than the performance against naive adversaryhEor t

APs in Figure 7. The change of average probability of falsgnart adversary, signal strength and direct PMCR haveagimil
positive versusl.,, the distance between the claimed |ocat'°Berformance though the latter is simpler to implement.
and the true location, is presented in Figure 8(a). The fgyure

show that increasing improves the performance. Notably,
whenk > 3 and the adversary is naive, this scheme performi@] D. Niceulescu and B. Nath.

better than the prior schemes.
B. Security analysis for a smart adversary

A smart adversary uses its knowledge of AP location and
propagation model to reports its maximum likelihood estena [3]

of P, which from (7), isP,, = P, +107logio(d}/d;). Then
the probability of false positive is still given by (8). Plioig

the equals;, contours for different sets of active APs, we

obtain Figure 9. The change in the average probability kfal

positive versusl.,; is presented in Figure 8(b). Here, we note
that a smart adversary has a larger chance of being falsely

verified than a naive adversary, and thus the performance e
up being comparable to the direct/indirect schemes.

VI. PMCR ProTOCOL COMPARISON

We now wrap up the three schemes and compare their
performance versus both adversaries. Fig. 10 compares thgj
performance with four active APs. For indirect PMCR, one of
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