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ABSTRACT

Communications: A Low-power, Highly-Con�ned Primitive
to Track and Secure Every Touch. In Proc. of The 24th Annual
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The growing number of devices we interact with require a
convenient yet secure solution for user identi�cation, authorization and authentication. Current approaches are cumbersome, susceptible to eavesdropping and relay attacks, or
energy ine�cient. In this paper, we propose a body-guided
communication mechanism to secure every touch when users
interact with a variety of devices and objects. The method is
implemented in a hardware token worn on user’s body, for
example in the form of a wristband, which interacts with a
receiver embedded inside the touched device through a bodyguided channel established when the user touches the device. Experiments show low-power (µJ/bit) operation while
achieving superior resilience to attacks, with the received
signal at the intended receiver through the body channel
being at least 20dB higher than that of an adversary in cm
range.
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INTRODUCTION

As users interact with an increasing number of devices, our
interaction times with each device become shorter and the
overhead of conventional user identi�cation, authorization,
and authentication solutions places an increasing burden on
users. Ensuring authorization or accountability is particularly challenging in environments where devices are operated by groups of people. Consider an intensive care unit
with multiple patient monitoring and life-support devices,
that may be operated while several people including nurses,
doctors and patient visitors are present. In some cases, the
interaction with a device will only be a single touch before
moving on to another device or task. How can we support
accountability and auditing by tracking which users looked
up information or changed a setting at any given time? If desired, how can we ensure that only authorized users operate
these devices? Similarly, challenges arise in numerous other
scenarios, from industrial or manufacturing settings to the
home environment.
Current approaches broadly fall into the categories of passwords, biometrics, and tokens with short-range radio or near�eld communications (NFC). Passwords are cumbersome to
use for one-touch interactions and require a user interface for
entry that is not present on all devices (consider Amazon’s
Dash button [1]). Biometrics can be convenient if directly
integrated into the interaction (e.g., a� ngerprint sensor in
the button) but require a sophisticated sensor that adds cost,
particularly if every button on a device should have this functionality. Radio tokens, as in keyless entry systems for cars,
are more convenient to use but their signals can be easily
intercepted, requiring cryptographic protocols. These operations consume signi�cant energy and the implementations of
these protocols are surprisingly often� awed [2, 3]. They are
also di�cult to secure against man-in-the-middle attacks [4].
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Near-�eld communications can reduce but not eliminate the
probability of adversarial interception. Achieving a higher
level of security usually requires near-touch between the
token and the receiver, such as holding a watch or phone
against a payment terminal or a signet ring against a tablet
screen [5]. This is an extra step that a user needs to perform,
which adds inconvenience. None of these techniques can,
therefore, provide a convenient and low-complexity solution
to securing quick touch interactions on small devices.
This paper explores body-guided communications as a
primitive for tracking and securing every touch. This allows a wearable touch token to exchange credentials with a
receiver through a low-power communication channel that
is established at the time the user touches the device. While
our technique builds on prior research on touch and body
communication [6–10], it di�ers in that it seeks to create
a highly-con�ned, low-power communication channel between the user’s token and devices that is suitable for touches.
More speci�cally, it aims to maintain data rates suitable for
touch authentication while improving security by con�ning
the signal to a few centimeters around the hand and lower arm
carrying the transmitter token. Therefore, we refer to this
technique as body-guided communications rather than body
communications.
The body-guided communications technique is motivated
by an intuition that wearable devices such as a wristband or
a ring are particularly suited as security tokens since there
is less chance that a user will misplace them and that such
devices are in close contact with the body. We also interact with many smart devices through touch, meaning that
the human body creates a temporary connection between
the device and the user’s wearable. This intuition leads to
the following fundamental questions. First, can the human
body provide a robust transmission medium for body-guided
communications in a variety of typical device touch scenarios? Second, can such body-guided communication achieve
security properties more akin to those of a wire but with
the convenience of wireless communications? Further, can it
allow low-power communication at data rates fast enough to
execute security protocols during the time of a quick touch?
In this paper, we introduce a body-guided communications
model, touch token design, and a prototype for body-guided
touch communications. Body-guided communications require closing the circuit through a capacitive return path
which is dependent on exact token positions, posture, and
environmental factors. To examine the feasibility under different conditions, we prototype two form factors, a wristband
and a ring, and study the robustness of touch communication in several touch scenarios such as a button-device, and
a handheld smartphone.
While strong cryptographic security protocols can also
be implemented with such a device, the current prototype
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concentrates on exploring the body-guided communication
primitive and demonstrates feasibility with a basic passcode
protocol, where the wristband stores and transmits a code
to identify and authenticate a user. When the user touches
an object equipped with a touch receiver, such as on tablets
or medical devices, this identi�cation will be transmitted
through body-guided communications to the touch receiver
and authenticates the user. The current prototype’s data rate
is about 1kbps, su�cient to transmit a secret key of length
128-bit on most touches longer than 200ms. Higher data rates
are also possible.
We show through experiments with this prototype that
by including the human body in the communication channel, the human� nger e�ectively “extends” the transmitting
electrode to be very close to the receiver, therefore allowing very low power at the transmitter side. This improves
communication energy-e�ciency but also protects against
eavesdropping and man-in-the-middle attacks on this channel. In particular, we also show that in other directions in
which free air has very high impedance, an electrode needs
to be within centimeters of the transmitter to eavesdrop on
the transmitted signal.
In summary, the salient contributions of the paper are:
• Proposing, analyzing and modeling body-guided communications.
• Designing a body-guided low-power authentication
token for device interaction through touches.
• Designing an alternative transmitter, that allows reception of signals with unmodi�ed capacitive touchscreen
hardware.
• Implementing a prototype and experimentally studying its performance in authenticating every single
touch.
• Conducting experiments with these prototypes in three
di�erent adversarial scenarios to evaluate the eavesdropping resilience of this design.

2 THREAT MODEL AND BACKGROUND
2.1 Threat Model

Token-based security protocols rely on detecting the presence of a security token during authentication by exchanging
information between the token and the authenticating device. We consider an adversary that seeks to eavesdrop the
transmitted signal, either to capture a secret passcode or as
a means to launch man-in-the-middle relay attacks (e.g., [4])
on more secure one-time passcode protocols.
We assume that the adversary can design a custom receiver to accomplish this, and that this receiver can be more
capable than the receivers used in the wearable and small
IoT devices that the user may touch. For example, in the
case of the radio frequency signals, the adversary could use
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a high-gain directional antenna and low-noise receiver to
capture weak signals. Similarly, for magnetic coupling-based
communications, a larger coil with an iron core would be
able to increase signal received at the adversary position.
Both of the above devices are simple and can be easily hidden from users. In this paper we do not focus on attacks on
the wearable or the touched device itself.

2.2
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problematic is that the adversary may be less constrained in
size and could take full advantage of high gain antennas and
sophisticated receivers.
RF communications can be optimized for energy consumption resulting in about 10 to 100nJ/bit for transmission [12, 13]. Since it is di�cult to con�ne a radio wave to a
very short distance, the association of a device with a user
touch is not clear when multiple users are around.
Near-�eld communications: Magnetic Coupling. In
this technique, power is transferred between coils of wire
through a magnetic� eld. In Fig. 1, an AC signal generates an
oscillating magnetic� eld around the transmitter coil L1. the
part of the magnetic� eld that passes through the receiving
coil L2, generates a corresponding AC current in the receiver.
Magnetic coupling is more limited in distance since the�eld
strength reduces with distance cubed and the fraction of the
magnetic� ux passing through the receiver coil depends on
orientation alignment.
However, an adversary has several options to increase the
received power. The adversary could simply use a larger coil
with more turns. Further, without space and cost constraints
of a small device, the adversary can add an iron core inside
the coil loop, since this material has very high permeability
(>10000), thus it concentrates the magnetic� eld towards the
adversary [14]. As a result, while more di�cult than for radio
frequency, any nearby adversary could still achieve higher
signal-to-noise ratio than an intended receiver. As an example of attack risks to magnetic coupling-based communications, although NFC has a nominal operating range under
10cm, previous work [15] showed that it is possible to eavesdrop an NFC channel at a distance of 20-90cm, using a loop
antenna that couples well with the magnetic� eld. Therefore,
the attack window for magnetic coupling is ranked medium.
The power consumption of magnetic coupling tends to
be low (transmission energy ⇡ nJ/bit [12]), comparable to
RF communications. However, since magnetic coupling authenticates all token inside the reception range, it cannot
fully associate the touch with the intended signal when two
tokens are both in close proximity of the receiver.
Vibration. Recently, vibration-based techniques, such
as Ripple II [16] have introduced the ability to associate
touch with the intended signal by guiding the acoustic signal
through the� nger bone. Ripple II uses a vibration motor as
the transmitter and a microphone as the receiver. It achieves
7kbps from a ring and 2-3kbps from a watch, so it has the

Existing Wireless Technologies

We categorize existing wireless methods for communicating
with security tokens based on the following three criteria.
We focus here on physical layer properties since upper layer
cryptographic methods are equally applicable across all these
technologies yet do not solve all security issues. For example,
man-in-the-middle attacks are usually still possible, thus
improving physical security is still desirable.
• attack window: considers the range from which the
adversary can intercept or inject signals as well as
the availability of known techniques to increase this
range.
• low power: power consumed in the wearable token
should be low.
• touch association: the ability to associate every touch
with the intended signal.
Table 1 presents a summary comparison of the communication methods across these criteria.
Radio-frequency communications. Data is modulated
on a high-frequency signal with a wavelength short enough
so that it launches a radiated wave from the transmitter
antenna. Transmitter antennas frequently use an omnidirectional pattern, where signal power is distributed evenly
across all directions. In this case, the signal is not con�ned to
the intended receiver. A nearby eavesdropper could receive
equal or even stronger signals, resulting in a high attacking
window. Simple reducing transmission power also reduces
the signal at the intended receiver. Directional antennas are
larger in size and a directional transmission may still re�ect
o� other objects in unwanted directions. Security-oriented
beamforming and other physical layer security techniques
can reduce this attack window [11], but it is di�cult to apply such techniques to wearables and small IoT devices for
several reasons. First, information about the channel state is
often needed in advanced, which is impractical for mobile
wearable devices. Second, for directional transmissions or
beamforming, the size of an antenna array with a reasonably
narrow beam angle would be at least 10 times the wavelength.
Since the antenna is constrained by the wearable form factor (ring: about 1-2cm, wristband: 5-10cm), the frequency
of the radio would have to be tens of GHz. Operating the
token at this frequency range consumes signi�cantly higher
power than at lower frequency (100-200KHz), so it is less
suitable for a small battery-powered wearable device. More
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Communication method
RF
Magnetic Coupling
Vibration

Attack window
High
Medium
Medium
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Power
Low (⇡ nJ/bit)
Low (⇡ nJ/bit)
High (⇡ 100µJ/bit)

Touch association
No
No
Yes

Table 1: Comparison of existing communication methods.
potential to satisfy the rate needed for authenticating every touch. Moreover, Ripple II is able to mitigate the attacks
on vibratory sounds, but still an adversary with high-speed
camera and line-of-sight to the device may intercept the
vibrating signal.
However, current prototypes have high power consumption due to the vibration motor [17]. Current consumption
of a typical vibratory motor [18] is up to 90mA at 2V, so the
power consumption is nearly 200mW. At 2kbps bitrate (from
a watch), the energy per bit is 100µJ/bit.
Goal. Among the three methods mentioned above, vibration is the only method with touch association ability, but
it can only be achieved by at least three orders of magnitude more energy per bit than RF or magnetic coupling. Our
goal, therefore, is to provide a low attack window and touch
association at low power consumption, ideally comparable
energy per bit as RF and magnetic coupling.

2.3

There are several related works on on-touch communication, which do not focus on con�ning the signal to a small
part of the body. Hessar et al. [6] shows how signals from
commodity� ngerprint sensors and touchpads can be used
to transmit information to other devices in contact with the
user’s body. Due to commodity device constraints, the data
rate is limited to 50bps, which does not allow for exchanging
longer codes or executing security protocols in the brief subsecond touch scenarios we consider in this paper. Moreover,
it demonstrates how the signal can be received anywhere
on the human body so that it is available to a broad range
of wearable devices. Biometric Touch Sensing [9] also has
the same limited bit rate problem: due to the COTS device’s
update rate, its transmission rate is only 12bps. Our design
seeks to satisfy the bit-rate requirement (token is exchanged
within one touch) by using a customized receiver that can
be easily attached to the current devices. The design also
con�nes the signal more within a small region of the body.
In addition, researchers have explored body communication techniques that can communicate between several
devices connected to the human body [8, 20–25]. These also
either do not fully con�ne the signal to a small part of the
body or cannot communicate through a� nger touch connection. We will discuss these in more detail in the next
section.

On-Touch and On-Body
Communication

Several earlier projects have introduced the concept of communicating upon touch using di�erent forms of body communication. EM-Comm [7] works in reverse direction: information is encoded in electromagnetic emissions of electronic
devices and sensed by a receiver in a wristband when the
devices are touched. Security was not a focus of this work
and given the magnetic component of this signal, the attack
range can be expected to be one meter, similar to that of
near-�eld communications. BodyCom from Microchip [19]
ostensibly uses the human body to transmit a signal from an
on-body mobile unit to an external base unit upon touch. The
design relies on capacitive techniques for detecting touch
and works well when the user and the touched device can
capacitively couple to a large central conductor, such as a
door frame or a metal desk, to serve as common ground reference point for both units to close the circuit. The design also
includes coils for magnetic coupling, likely to improve data
rate particularly when the capacitive coupling is weak. This
design also does not con�ne communications to the human
body. Even when only considering the capacitive channel, a
signi�cant signal component travels through these external
conductors. Moreover, the magnetic component again lends
the design similar attack range properties as near-�eld communication. These techniques, therefore, can provide touch
association but do not o�er a highly con�ned attack range.

3

BODY GUIDED COMMUNICATIONS

To reduce the attack window and power, we seek to guide
signals between the wearable and a touched device through
the human body.

3.1

Challenges with employing body
communication methods

The goal of transmitting a signal from one body part (at the
wearable token position) to another body part (the�ngertip)
is ostensibly similar to that of intrabody communication
(IBC) between two devices coupled to the human body. The
challenge with directly employing such body communication
methods is that they require direct electrode contact with the
human skin for both the transmitting and receiving devices.
Two coupling types are normally used in this communication: capacitive coupling and resistive coupling [24]. In
both types, both the transmitter and receiver require two
electrodes each. In capacitively coupled IBC (Fig. 2(a)), one
of the electrodes on the transmitter and receiver side is attached the human body, while the other is� oating [26, 27].
In resistive coupled IBC (Fig. 2(b)), both of the electrodes
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Figure 2: Di�erent coupling types in IBC.
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in the transmitter and receiver are attached to the human
body [23].
Callejon et al. [25] observed that in resistive coupling,
the signal attenuation increases with the Tx-Rx distance,
while in capacitive coupling the path loss is much more
dependent on the surrounding environments since the circuit
is capacitively formed through the� oating electrodes. In
addition, when interelectrode spacing is longer in resistive
coupling (either at the transmitter or at the receiver), the
signal attenuation is lower. This is because with close spacing,
the current mostly� ows along the direct path between them.
With larger spacing, there exists more dispersion of the lines
of current from the direct path, allowing more current to
pass by the remote receiver electrodes.
This creates several challenges when applying the above
two coupling types to transfer a signal from a wearable token
to the� ngertip. First, since the� ngertip size is small, two
electrodes touching the� ngertip could only be spaced by
a few mm. This signi�cantly reduces the received power
from these two electrodes as we saw above. Second, it is
not desirable to require all object touch surfaces to be made
of conductive materials (copper, iron, etc.). In most cases,
the electrodes could be more easily hidden behind layers of
non-conductive materials (plastic, glass, etc.). This means
that there is no direct resistive skin contact to the electrode
of the touched device and neither the traditional capacitive
coupling nor resistive coupling for body communications is
possible.

3.2

Electrodes

A

Rx
d

Rx

Res1
Ces1

V
Reference point

Figure 3: Body-guided communication method: Channel modeling.
the expected touch-point of the device (usually behind nonconductive material that the device is made of), while the
other electrode is simply� oating and even less constrained
in position. On the wearable side, we exploit direct skin contact since this can usually be accomplished for wearables.
Both electrodes are placed in direct contact with the user’s
skin, and their electrode spacing is maximized given the size
constraint of the wearable token (wristband or ring).
In other words, the link between the wearable and the
user’s body is through resistive coupling, while both links
between the user’s body and the touched device are through
capacitive coupling. Note that this di�ers from conventional
capacitively coupled body communications on both sides.
The intuition here is that by attaching the wearables second
electrode closer to the main body, the large human arm
e�ectively forms a larger capacitor with the� oating electrode
of the touched device. This creates a stronger signal and
compensates for the reduction in signal due to the double
capacitive coupling on the touched device while keeping the
signal largely con�ned in the arm.
Our approach di�ers from Microchip’s BodyCom [19] and
other capacitive body communication techniques in that
the return path directly couples to the body. Thus, it does
not require common external ground planes for the two
units to couple. This allows the system to work well in more
environments and reduces the attack window. Our design
also di�ers from work by Hessar et al. [6]: it allows both
electrodes on the touched device to be capacitively coupled,
while their work assumes a metal surface with direct resistive
skin contact at the receiver side. Capacitive coupling is easier
to incorporate into many objects made out of non-conductive
materials.
Model. To understand this better, consider the circuit
model for body guided communications in Fig. 3. The two
electrodes in the wearable are powered by an AC signal generator and placed in direct contact with the user’s skin. Inside
the human body, there are conductive tissues, which are separated from the electrodes by a layer of skin’s epidermis. We
model the epidermis layer between each electrode and the

Double capacitively coupled
communications

To overcome these challenges with conventional intra-body
communications we design a body-guided communications
method that allows for a double capacitively coupled circuit.
Design. The key di�erence in our design compared to
previous on-body communications is the combination of
resistive coupling at the transmitter side and double capacitively coupling at the touched receiver. As will be seen below,
this design improves received signal at the intended receiver
while reducing it at an attacker monitoring the channel on
air.
On the touched device, none of the electrodes have to be in
direct skin contact, but one is placed as close as possible to
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conductive tissues as a parallel pair of resistor and capacitor ([R es1 , Ces1 ] and [R es2 , Ces2 ]). We separately model the
impedance between these 2 points in the conductive tissues
under the two electrodes ([Rbod 1 , Cbod 1 ]) because the resistance in the tissue is far lower than the skin’s. The majority
of the current will� ow through this skin-tissue-skin path. A
second much weaker current path, but one signi�cant for our
design,� ows through the� ngertip and through the touched
device. This path can be modeled as the tissue impedance
between point B and the� nger ([Rbod 2 ,Cbod 2 ]) and the double capacitive coupling to the human body. Since the surface
of the touched object can be non-conductive, the�ngertip
and the front electrode forms a capacitor C f f . Finally, the
reference point forms a capacitance C x through the air with
the large human body, which is connected through a last
impedance with the other wearables electrode A, e�ectively
closing the circuit loop. The voltage at the front electrode is
measured by a receiver with respect to the reference point
(internal ground) of the device. Note that this ground point
can also be a metal surface inside the device.
Note that due to the large distance, C x is much smaller
(pFs) than C f f as well as the tissue or skin impedances (nFs).
Therefore, it is the limiting factor on the circuit allowing the
signal to� ow through the touched device. Since electrode A
is also attached to the body, the comparatively large human
body can capacitively couple to the device, increasing the
capacitance C x to about 100pF according to the Human Body
Model [28].
Consider now the change occurring when the� nger stops
touching the device. The increasing distance between the
�ngertip and the front electrode reduces C f f . Since the size
of the� ngertip and the front electrode are small compared
to the size of the human body, C f f becomes smaller than C x
even at very small distances. Then C f f is the limiting factor and the resulting high impedance lets only a negligible
current� ow through the device. Since the presence of a detectable signal is so closely linked to actual touch, this shows
how the� nger guides the signal and promises to achieve our
goal of touch association and small attack windows.
All other paths through the air have higher impedance
than the above path through the body, leading to much
weaker signal received at any point on air. For a given double
capacitively coupled touch device, we experimented with
di�erent setups of the two electrodes at the wearable side:
both with direct skin contacts (resistive coupling), one with
direct skin contact and one separates from the skin by a
thin mylar layer (capacitive coupling), and both capacitive
coupling. More details of the form factor of the wristband
are in Section 4.1. Fig. 4 shows the average signal-to-noise
ratio at the intended receiver and at a position on air that is
1cm and 5cm away from the token. When the touch device
has double capacitively coupled electrodes, the con�guration
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Figure 4: SNR at the intended receiver vs. at an adversary on air for di�erent wearable electrode con�gurations.
with both resistively coupled electrodes on the wearable side
gives us the highest signal advantage at the intended receiver
over an adversary monitoring the channel on air. This is the
rationale for our design choice.

4

TOUCH AUTHENTICATION TOKEN
DESIGN

Let us now consider how to use this body guided communication primitive to design a per-touch authentication token.
Our system consists of a transmitter embedded in a wearable token, which is worn on the user’s body and sends
the user code through the� nger to the� ngertip. When the
user touches an object with an embedded receiver, the receiver can detect the signal and decode the authentication
credentials for each touch event. The design sets aside more
sophisticated protocols such as time-based one time passwords [29], and focuses on demonstrating the feasibility of
improving the token communication with body-guided communications through a passcode exchange from the wearable
to the touched device. It assumes that the wearable is activated just before such an exchange.

4.1

Wearable Design

Electrode placement and size of the token are key design
factors since the body guided communication signal is dependent on body resistance as well as environmental capacitance.
The goal is to enable a wide range of possible touch scenarios.
Touch Interaction Scenarios. To guide the design, we
chose the following samples of device interaction scenarios:
(1) a wall-mounted device touched by a standing user. This
represents a switch, smart thermostat, or display for example;
(2) a device on a table touched by a sitting user, representing
a tablet or touch screen; (3) a user holding a touch device,
while touching it with the same hand; and (4) a user holding
a touch device, while touching it with the other hand. In
most cases, the actual touch will occur with the index�nger
of the dominant hand, except for case 3, when touches are
performed with the thumb.
Form Factors. Based on the modeling of body guided
communications in Section 3, we seek to increase signal
quality by 1) placing a token close to the intended receiver
and 2) maximizing the electrode spacing.
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We also validate that this form factor achieves our goal
of touch association, that is that the received signal is only
present when the token-wearing user touches the device.
This can be characterized by the SNR di�erence at the receiver between an actual touch and close centimeter-level
proximity. We conduct experiments to investigate this SNR
di�erence for three cases: o�-hand table, one-hand, and twohand operations. We noted that the exact SNR depends on
various factors: on the wearable token, the electrode size, the
distance between them; on the receiving pad, the electrode
size, the distance between the front surface and the electrode,
etc. In this speci�c experiment, the user wears a wristband
with dimensions described above, covered by a thin mylar
tape layer of 0.1mm. The receiving pad is a small electrode of
size 1cm2 , also covered by a thin mylar tape layer of 0.1mm.
Fig. 7 demonstrates the SNR di�erence between touch and
no-touch for three cases: o�-hand, one-hand and two-hand
operations. The SNR increases with transmitting voltage,
but SNR di�erence between touch and no touch remains
relatively� xed in each case. These SNR di�erences are 13dB,
5dB, and 23dB for o�-hand, one-hand and two-hand operations, respectively. As will be shown later, the small SNR
di�erence for the one-hand case would decrease the touch
recognition accuracy.

50
On wall
On table
Single-handed
Handheld two arms

40
30
20
10
0

Ring: index finger

Ring: ring finger
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Wristband: same hand Wristband: diff. hand

Form factor position

Figure 6: SNR received at the receiver for di�erent
form factor positions and di�erent touch scenarios.
Rings or watch- and wristbands stand out as wearables
that� t the distance criterion. Let us, therefore, consider the
following electrode designs that maximize electrode spacing
within the size constraints of these form factors (Fig. 5):
Ring: the ring has the shape of
d
d
a cylinder with height H = 2cm.
There are 2 thin strips of copper on
the inner side of the ring (in contact
with the� nger); they are placed on
two sides of the ring and wrapped
around the� nger. Each electrode
H
strip has height d = 0.3cm, and they
are separated by 1.4cm.
Figure 5: WearWristband: the wristband has
able design.
the same shape and electrode placement as the ring, but with H = 2.4cm, d = 0.6cm, and larger
electrode spacing of 1.2cm.
Generality of Wristband Design. In order to choose
a suitable form factor, in terms of usability and ability to
deliver the signal to the intended receiver, let us study the
e�ect of form factor position for the di�erent touch scenarios
on the SNR at the intended receiver. For the ring, we then
explore two positions: on the index� nger, which is also used
to touch the receiving device and on the ring� nger. For the
wristband, we test on both wrists of the hand that is used to
touch and on the wrist of the other arm.
Fig. 6 shows the signal quality received at the device in
terms of signal-to-noise ratio for all combinations of these
interaction scenarios and wearable positions. The transmitter is a microcontroller producing a square wave signal at
150KHz, and the receiver has a small electrode pad covered
by a thin non-conductive mylar tape. The received signal
at 150KHz is measured by a USB oscilloscope that is disconnected from earth ground. We give more details in Section 5.
As evident, the signal quality varies signi�cantly across these
use cases. The index� nger ring and wristband form factor
provide the most consistent signal quality across all scenarios when the device is located on the same hand, whose
index� nger touches the device. Since wristbands are more
commonly worn than index-�nger rings, particularly given
the� tness tracker trend, we focus on the wristband design.

4.2

Receiver Design

4.3

Transceiver Design

Since a goal of this work was to provide more� exibility for
electrode placement in devices, there are di�erent ways of
putting a receiving electrodes into an object that needs authentication/identi�cation. We choose the following example
designs:
• button design: For small IoT devices like Amazon
dash buttons, we embedded an electrode behind its
front-facing plastic/glass case. The electrode size is
1cm2 (about the� ngertip size), and the front-facing
case is under 1mm thick.
• phone case design: For phones and tablets, we can
put electrodes in plastic cases used to cover the back of
the devices, so that the electrodes have direct contact
with the device body. Since the device can be as thick as
1cm, we increase the size of the electrode to be nearly
the same size as the device dimension. For example,
for a Nexus 5 phone, the electrode size is 13⇥6cm2 .
In these designs, we do not use an explicit second electrode
in the device. The receiver connects to the electrode above
and measures the voltage with respect to its internal ground.
Operating frequency. We look for the optimal carrier frequency for operating the transmitter. Fig. 8 shows the SNR
received at the receiver for di�erent frequencies when the
transmitter sends a 3.3Vpp square wave. Note that the analysis is limited to 450KHz because of the limitation of the
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Figure 7: SNR di�erence between touch and no touch for di�erent touch interaction scenarios.
Authentication process and protocols. For per-touch
authentication, the receiver needs to associate each touch
with a user ID code. This includes two steps: touch recognition,
which triggers the authentication process, and bit decoding,
which demodulates the received signal to get the user’s ID
code. Touch recognition can be implemented through other
components of the device or with the detection mechanism
in the signal receiver itself. For packet detection and bit decoding, methods include power-based detection, correlation
detection based on known bit sequence (such as Barker sequence [30]). When activated, the transmitter can repeatedly
transmit the authentication credentials with a preamble to
mark the beginning of a transmission of the code. In this
paper, we focus on the touch recognition ability of the standalone receiver and a simple power-based bit detection; we
leave the design of the full authentication process and protocols for future work.
Power. From measurements, we observed that during
touch, received signal voltage at the intended receiver is
about two order of magnitudes smaller than the original
transmitted voltage. For example, when the transmitter is
powered by a 3V coin cell battery, the received voltage is
about 25mV. We can design a custom receiver to amplify this
signal to detect the code being sent; we give details about one
such implementation in Section 5. For o� the shelf phones or
tablets, since they are not designed to sense this small signal,
we seek a method to generate high voltage at the transmitter
to deliver big enough signal to the devices to trigger their
touch events.

SNR at receiver (dB)

40
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20
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200
300
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Figure 8: SNR received at the receiver for di�erent frequencies.
microcontroller used for the wearable token. We can see that
SNR is worse at frequencies less than 100 KHz, but starting
from 100KHz, the SNR doesn’t change much with frequencies: the di�erence is within 5dB. As the result, we should
choose frequency above 100KHz to ensure good received signal level at the receiver. On the other hand, the frequency in
use should be kept as low as possible since: (i) high frequency
means smaller wavelength, but we want the wavelength to
be several orders of magnitude larger than the electrode size
to minimize any RF radiated signal that an adversary can capture, and (ii) low frequency allows lower power consumption.
In all of our evaluations, we choose 150KHz as the operating
frequency of the wearable token.
Modulation. The frequency above can be used as the
carrier wave for modulating bits in the user’s identi�cation
code. We choose On-o� keying (OOK) modulation method,
which represents the bits as the presence or absence of the
carrier wave. Given high SNR at the intended receiver when
the user touches the device, it is possible to use Amplitudeshift Keying (ASK) to achieve a higher bit rate. However, we
will later show that the simple OOK modulation satis�es
the necessary bit rate and code length needed for common
per-touch authentication applications.

5

SYSTEM IMPLEMENTATION

On the transmitter side, we implement both a low-power
token with a custom receiver and a token that allows using
o�-the-shelf touchscreen hardware as a receiver.
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(a) Wristband form-factor.
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(b) Ring form-factor.
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Figure 9: Transmitter prototype.

5.1
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(a) Receiver design.

Low power token

(b) Fabricated receiver.

Figure 10: Touch receiver.

Transmitter. We use a Teensy 3.2 board [31], powered by a
3.7V LiPo battery, to generate a square wave of the frequency
of 150KHz. This board has a Digital-to-Analog Converter for
output voltage control, allowing experimentation with di�erent transmission power levels. The microcontroller output is
connected to two electrodes in direct contact with the user’s
skin. We demonstrate our technique for two form factors of
the token: a wristband (Fig. 9(a)) and a ring (Fig. 9(b)). The
microcontroller and battery are inside a small plastic case sitting on top of the electrodes. Note that the electronics of the
prototype can be easily miniaturized. The transmitter circuit
has much lower complexity than common radio chips and
size is primarily determined by electrodes and the battery. It
could be integrated into smartwatches as an add-on feature.
Receiver. The receiver downconverts the signal to allow a
microcontroller to implement sampling and processing. The
design and our fabricated board are shown in Fig. 10. The input signal from the sensing electrodes is� rst ampli�ed with
an instrumentation ampli�er (INA332 [32]), then fed into an
analog multiplier (AD835 [33]) with a reference signal set
to f 0 5KHz, where f 0 is the frequency of the signal generated by the transmitter. The local oscillator is controlled
by an Analog Discovery 2 instrumentation device [34]. The
output signal from the analog multiplier consists of a 5KHz
frequency component together with higher frequency components. By applying a low pass� lter (LT1563 [35]) with a
cuto� frequency above 5KHz on this output, we can extract
the low-frequency component, whose amplitude is proportional to the received signal at frequency f 0 .
The signal after the low pass� lter is read by an MSP432
microcontroller [36] at 20KHz sampling rate. To ensure realtime performance with no sample loss during processing,
we implemented a dual-bu�ered memory, with 2KB for each
bu�er, to store ADC samples. A ping-pong DMA is implemented so that ADC samples accumulate in one bu�er while
the processor works on the other bu�er.
As an illustration, Fig. 11 shows the signal received from
the receiver board. The user wears the wristband with the
transmitter board on the wrist and touches the receiving electrode (for simplicity, the electrode is touched directly here,
while the remainder of the evaluation focuses on electrodes
that are behind non-conductive material) multiple times with
the same hand. The transmitter continuously modulates a
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(a) Signal received from the receiver board.
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(b) Signal received from the receiver board (zoomed in
from red area in Fig. 11(a)).

Figure 11: Signal received from the receiver board.
random 128-bit identi�cation code on this signal by using
On-O� Keying: bit 0 turns o� the output and bit 1 turns on
the 150kHz signal. As shown in Fig. 11(a), the amplitude of
the 5kHz signal signi�cantly increases during the time the
user touches the receiving electrode and is very weak even
when the� nger is only about a cm away from the receiver.
This helps the receiver recognize touch events and trigger
the bit decoding process. Fig. 11(b) is the zoomed-in version
of one example touch event. At this scale, we can observe
the ID code sent from the user token with OOK modulation.
Note that our custom receiver can be easily integrated
with smartphones. For the current COTS mobile devices, the
receiver can be added in the form of a case with electrodes
in contact with the back of the devices and a small receiver
circuit inside. The receiver circuit can send the code received
to the mobile device through Bluetooth or USB, and the mobile device can integrate this information with its own touch
position identi�cation. For the next generation of mobile devices, the receiver can be made in the form of an ID detection
chip alongside the current touch detection circuit and reuse
the electrodes in the touch screen as its input.
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Our receiver design di�ers from COTS receivers in the
touch sensing mechanism and data rate. COTS touchscreen
recognizes touches via the change in capacitance on a matrix
of sensing electrodes [37, 38]. It only detects the presence
and position of� ngers; its scanning and� ltering mechanisms
limit the reception of high-speed signals transmitted from
the token to the� ngertip. In contrast, our receiver is designed
to sense the current running through the receiver electrodes
when a� nger touches the device surface, as described in
Sec. 3.2. It is optimized to detect signal at the frequency
generated at the token transmitter, thus allows much higher
data rate, which is needed for per-touch authentication.

5.2
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Figure 12: Received signal at di�erent distances from
the wearable token (wristband form factor).

Token for COTS touchscreens

In order to elaborate the pervasive of our method to secure
every touch with body-guided communication, we show the
operation scenario using our custom transmitter along with
a COTS touchscreen such as smartphone screen as the receiver. In particular, we generate a modulated signal that
will go through the human body and observe the phenomenon at the contact point of user’s� ngertip and touchscreen.
Whenever the modulated signal is transmitted from the signal generator, the touchscreen is a�ected and arti�cial touch
events are generated correspondingly. We con�rm that the
arti�cial touches can also be created on COTS devices using
the following method, but at a lower rate of communication.
Transmitter. We used Analog Discovery 2 [34] to generate a 10V peak to peak sweeping sinewave signal (200kHz
sweep to 500kHz in 1ms) using OOK modulation. The Analog Discovery waveform output is connected to the user’s
index� nger through a wire and ring-like form electrode. The
ground pin of the Analog Discovery output is� oated.
Receiver. The receiver is a Samsung Galaxy S5 running
Android 6.0.1. The app is written on the phone to capture
the arti�cial touch events and decode the transmitted bit
sequence using OOK demodulation. Through experiments,
we found that the system obtains up to 92.5% of accuracy
at 10 bps rate. Details evaluation results are presented in
Section 6.
We conducted experiments to� nd out the best waveforms
and frequencies that could create reliable communication
between our customized transmitter (Analog Discovery) and
COTS receiver (Samsung Galaxy S5). We tested the frequencies from 100kHz to 1MHz with sine, square, triangle waveforms. The sine and square waves sometimes can generate
expected arti�cial touches, but we found that sweeping frequency technique obtained better results and is more reliable.

the di�culty of eavesdropping as the signal advantage of the
receiver, which is independent of transmission power. We
de�ne signal advantage as the di�erence between the SNR
at the intended receiver and that at the adversarial receiver.
The signal advantage characterizes how easily the token
can be designed: a large positive signal advantage allows
us to choose an appropriate transmission power to ensure
necessary signal level at the intended receiver while reducing
the receive signal at the adversary to an undecodable level.
A signal advantage equal to or below zero means that this is
not possible.
We focus this evaluation on extremely challenging scenarios, where existing wireless technologies cannot achieve
positive signal advantages.
Protection against remote monitoring over the air.
To evaluate how secure the body-guided communication
channel against an adversary monitoring over the air with
a wearable-size receiver, for each transmission power, we
measure the received signal at a 3⇥3 cm2 electrode over a
range of small distances d to the token. We focus on the
most challenging case, with very small distances in the mm
to cm range. Fig. 12 shows the received signal level at the
intended receiver and at the adversary, for di�erent distances
and di�erent transmission powers. The received signal at the
adversary’s receiving electrode degrades quickly as distance
increases. Even at an extremely close distance of 1mm, the
signal received at the adversary’s electrode is 20dB worse
than at the intended receiver. This means that at our highest
transmit power setting the signal was below the noise� oor
for the adversary at a distance of 15cm. A signal from a welldesigned transmitter would be well below the noise� oor
at mm-range. For comparison, related work [6] reports a
signal advantage of 16dB at a distance of 6cm compared to
30dB in our design and requires resistive contacts at both
the transmitter and receiver to achieve this.
Note that one cannot expect any signal advantage of the
intended receiver with radio or magnetic coupling when the
adversary is at such close proximity. As discussed in Section 2

6 PERFORMANCE EVALUATION
6.1 Di�culty of Eavesdropping

Since the received signal at the adversary is dependent on
factors such as the transmission power used, we measure
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the attacker could further take advantage of high gain antennas (for RF) or a larger coil with an iron core (for magnetic
coupling), to achieve a strong negative signal advantage,
meaning that the adversary has the advantage. These techniques do not apply to body-guided communications.
Low SNR leads to high bit error rate (BER) in the decoding
process. Table 2 shows the BER using the same receiver for
several distances when the transmission voltage is 3.2Vpp.
Although BER is 0% when the receiver touches the token, a
small gap between the receiver and token increases the BER
the BER signi�cantly; at 10cm, the BER is 44.7%, disabling the
attacker’s ability to eavesdrop the code. This demonstrates
how the body-guided communication token design reduces
the attack windows.
d (cm)
P(Rx) (dBV)
BER (%)

0
-53.68
0

2
-60.65
12.78

4
-63.45
15.7

6
-66.17
28.19

8
-68.21
22.7
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places his receiving electrode on the hand that touches the
metal surface and thereby directly connects to the token
user’s� nger, as shown in Fig. 13(b). The intended receiver
has an SNR advantage of 21dB over the eavesdropper when
the eavesdropper’s SNR decreases to 0dB, as shown in Fig. 14.
Scenario 3: Indirect touch through non-conductive
surface. Here the adversary attaches the receiver to a large
metal body hidden behind a non-conductive surface that is
touched by the user’s hand. An example is the metallic support of a table, as shown in Fig. 13(c). The intended receiver
has SNR advantage of 10-17dB over the eavesdropper across
all transmission powers, as shown in Fig. 14.
Overall, these results show that even with direct contact to
the user’s body the adversary receives a signi�cantly weaker
signal than the intended receiver and therefore requires more
sophisticated receiver hardware to capture the signal.

10
-68.60
44.7

6.2

Table 2: BER vs. distances (received power at each distance is also recorded).
Protection against direct and indirect contact. Besides over the air remote eavesdropping, as can happen in
RF security risks, we also consider other example scenarios where an adversary can get in direct or indirect contact
with a user to attempt to eavesdrop on his body-guided communications. Fig. 13 illustrates these scenarios. To measure
the SNR at the adversarial receiver, we use an Analog Discovery 2 100Msps USB oscilloscope [34] connected with an
ungrounded laptop. The noise level is about -71dBV.
Scenario 1: Direct touch
Tx - Rx distance
-45
of user’s skin. This scenario
represents a crowded or closecollaboration setting where an
-50
adversary could achieve direct
skin contact without much sus-55
picion while the user authen4
6
8
d (cm)
ticates. In this case, the adverFigure 15: Received
sary touches the receiver elecsignal vs. distance
trode onto the user’s skin just
on arm.
below elbow level, as shown in
Fig. 13(a). For this scenario, the
signal advantage remains between 10-16dB across all transmission powers, as shown in Fig. 14. We also observed that
the received signal power decreases signi�cantly as the receiver moves centimeters away on the arm from the transmitter token (Fig. 15). This shows our con�guration con�nes
the signal to lower arm carrying the token and virtually no
eavesdropping is possible on other body parts.
Scenario 2: Indirect touch through conductive material. This scenario could occur when two persons are both
leaning on the metal door, holding handrails in a metro, or
on the stairs. In this scenario, we assume that the attacker

Per-touch authentication/identi�cation

Rx Power (dBV)

To successfully authenticate every touch, it is important to
associate each touch event with one user ID. The receiver
should be able to process the signal stream following two
steps: (i) recognize touch events, and (ii) detect the user’s ID
code in the signal portion inside the detected touch event’s
duration. We evaluate two metrics corresponding to these
two steps: touch recognition rate, the percentage of the touch
events that are recognized, and decoding success rate, the percentage of the touch events that the receiver can successfully
decode a full ID code that was sent from the wearable token.
We also evaluate bit error rate of the communication channel
for di�erent users. For the following experiments, the users
are not constrained on how they touch the device: they can
tap or swipe in any direction.
Touch recognition rate vs. transmitted power and
touch scenarios. The touch recognition ability can be provided by other components of the device: for example, the
Amazon dash button knows when the user presses it, thus
can notify our receiver to start decoding the signal. Here
we also investigate the capability of a standalone receiver,
which can extract touch events from the received signal
stream. We tested with 1826 touches for three power levels of the transmitter (peak-to-peak voltages are 0.09V, 0.8V,
and 3.3V) and three di�erent touch interaction scenarios as
described in Fig. 7. A touch event is detected when the amplitude of the received signal crosses an adaptive threshold,
which we derive from the statistics of the signal when there
is no touch. In our implementation, given S is a window
of signal when there is no touch, we choose the threshold
to be T = a era e(S) + k[max(S) a era e(S)], and k is
empirically chosen to be 1.8. Fig. 16 shows touch recognition rate for all these cases. At higher power (0.8V and 3.3V
peak-to-peak), the touch recognition rates for all three cases
are above 92%. As analyzed in Section 4, the SNR di�erence
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Figure 14: Intended receiver’s SNR advantage over the adversary.
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Figure 16: Touch recognition Figure 17: Decoding success rate vs. touch du- Figure 18: Decode rate vs. transrate vs. transmission power.
mission rate (COTS receiver).
ration and code length.
between touch and no-touch in the one-hand scenario is the
lowest, thus at low power (0.09Vpp), the touch recognition
rate for this scenario decreases to only 13.81%.
Decoding success rate vs. touch duration and code
length. We conducted experiments with two people touching the objects for a total of 2170 touches over 5 days with
varying touch durations from 50.7ms to 1.78s. We also experimented with di�erent code lengths: 32, 64, 128, and 256-bit
long. The data rate is 1kbps. Fig. 17 shows the decoding success rate versus touch duration. As can be seen, for all code
lengths, the decoding success rate increases as the touch
duration becomes longer. Also, for the same touch duration,
shorter keys have a higher decoding success rate. For the
common 128-bit ID, it achieves 89.5% accuracy when the
touch duration is between 200ms and 300ms, and 100% accuracy when the touch duration is longer than 300ms.
This result is, of course, dependent on the data rate of
1kbps. The current receiver is limited by the microcontroller
sampling rate and not optimized for data rate. According
to Shannon theory, the achievable bit rate at 100 kHz is
C = Blo 2 (1 + SN R) = 100kHz ⇥ lo 2 (1 + 100) = 665kbps.
Bit error rate vs. di�erent users. Since our body-guided
communication method relies on human hands as the transmission medium, we examine its performance across different users. Eight graduate students wore the prototype
wristband and naturally touched two prototype devices for
5 minutes each: one is an Amazon IoT button [39] with an
electrode attached behind its front-facing plastic case, and

the other is a Galaxy Nexus 5 phone with an electrode attached on its back. Figure 19 shows the bit error rate across
these users. As can be seen, for all users and both devices,
the BER remains under 10 2 . This suggests that with coding
robust body-guided communication can be achieved.
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Figure 19: BER vs. di�erent users.
COTS touchscreen as receiver. To con�rm the feasibility of enabling this channel of communication with an
unmodi�ed touchscreen as the receiver, we implemented a
simple receiver software to decode the arti�cial touch event
sequence, generated by the Analog Discovery transmitter
through the user’s body (Sec. 5.2). By counting the number
of software-reported touch events during the transmission
period (i.e. the e�ect of the transmitter to the touchscreen
during the period of turning the signal generator on), we
achieve a decoding rate of 92.5% at 10bps. When the transmission rate is increased the receiver’s performance reduces
due to the mismatch between the signal being generated and
the response of the screen as shown on Fig. 18. While the
data rate is low, it can still improve security as part of twofactor authentication protocols, especially over a sequence
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of touches or during longer swipes. For example, when a
user types a password or swipes a secret pattern with his/her
�nger on the screen, the wearable device can simultaneously
transfer a proof that the user possesses the hardware authentication token (e.g., the wristband). In addition, we expect
that the data rate can also improve signi�cantly by modifying the touch driver of the COTS receiver for increasing its
touch sensing frequency.

6.3

In contrast, the relative permeability of human tissues is
close to that of free-space, so the human body plays no role
in guiding the magnetic� eld. Also, received signals when
touch and when no-touch occur (even when the� nger is separated only a few mm from the object) have a large di�erence,
which provides a primitive feature for touch association.
Security and Activation. Through-body capacitive coupling reduces the attack window by its "beam-forming" ability to create a better channel from the transmitter to receiver
than in any other direction. We are not aware of any method
that an adversary could employ to increase receiver gain as
easily as for magnetic coupling (more turns), RF (high gain
antennas), and vibration (high-speed camera). As with wired
communications, the adversary can, of course, capture the
signal with high quality when directly in the circuit—that
is between the� nger and the button (e.g., ATM skimming
device). Our results also show that the signal can be captured while shaking hands if the signal was inadvertently
transmitted during this time. This highlights the needs of
one-time password protocols or an activation mechanism
(the wearable only transmits when the user touches the intended receiver). The latter would also decrease the token’s
power consumption.
Currently, our experiments only demonstrate the feasibility of unidirectional communication from the wearable token
to the touch receiver. To support sophisticated authentication protocols such as challenge-response, this technique can
be complemented with a reverse channel. Note that many
protocols can obtain security bene�ts from our technique
even if the reverse channel uses a less secure magnetic or
radio-frequency communication medium. For example, the
challenge in a challenge-response protocol could be broadcast over Bluetooth or NFC.
Power consumption. The clearly de�ned channel along
the� nger also helps lower power at the transmitter, while
maintaining a su�cient level at the touched device. Power is
also reduced through the operating frequency of hundreds
KHz instead of the tens of GHz that would be necessary for
RF beamforming approaching a similar level.
There is ample room for optimizing power-consumption
of the design. Assuming a highly optimized design with negligible processing power, an estimate for the lower bound
can be found in the necessary transmission power. Since the
transmitted signal feeds two electrodes in contact with the
human skin, two factors a�ect the transmission power. The
�rst factor is power to charge and discharge the body capacitance: assume the energy per bit is the energy to charge
up the capacitance between two electrodes. The measured
capacitance is about 10nF, leading to energy per bit at an operating voltage of 3V is Eb = CV 2 = 10 8 ⇥32 J/bit = 90nJ/bit.
The second part is power dissipated from the body resistance
between the two electrodes: The measured resistance is about

Power consumption

The microcontroller in the hardware token only needs to
continuously modulate the user code using On-O� Keying,
so it can be operated at low power. The results from the prior
sections are obtained from our� rst prototype where the
wristband token was implemented using a Teensy microcontroller development board [31]. The average current drawn
in this unoptimized prototype is 37mA at 4V supply voltage,
which means the token consumes 148mW on average. Given
the simple functionality of the token, we started optimizing
for power with a low-power microcontroller to understand
to what extent the power consumption of the wearable token
can be reduced. In particular, we implemented a second prototype token using an MSP430G2553 microcontroller [40] in
its low power mode and measured the power consumption
of the token when worn on the user’s wrist. This prototype
is capable of producing the same output signal as the�rst
one, so we do not expect any change in the prior results.
Measurement results with this second prototype show that
the average current drawn is 1.3mA at the 3V supply voltage, which means the microcontroller only consumes 3.9mW
on average. At 1kbps, the energy per bit is 3.9µJ/bit. Even
though the microcontroller is not fully optimized yet, the
energy per bit is already two orders of magnitudes lower
than the estimated power of the only other communication
prototype with a smaller attack window (vibration-based
communication with 100µJ/bit, see Sec. 2).
For comparison, the measured power consumption of our
prototype receiver is 525mW. This consists mostly of heat
dissipated at ine�cient linear regulators (225mW) and power
at the mixer chip (250mW). The power consumption of the
receiver can be optimized in an integrated circuit form. Receivers could also be activated by the user’s touch to avoid
continuous operation but this is out of the scope of this paper.
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DISCUSSION AND FUTURE WORK

Bene�ts of body-guided communication over near�eld communications. Capacitive coupling is the dual of
magnetic coupling: they both occur in near-�eld region, not
in the radiated far� eld region. However, when the authentication token is worn on user’s body, capacitive coupling has
an advantage over magnetic coupling: human tissues have a
high dielectric constant, so the capacitive coupling approach
can alter the electric� eld to focus on the intended receiver.
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10M , leading to power (P R = V 2 /R) of about 0.9µW. For
1kbps data rate, the energy per bit consumed by body resistance is 0.9nJ/bit. In total, lower bound of energy per bit of
our token is 90nJ/bit, which is comparable to that of common
wireless technologies (Wi-Fi, BLE, NFC).

8
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they demonstrate transmission bit rate of up to 50bps over
the human body using electromagnetic signals, which is
insu�cient for per-touch authentication.
Per-touch authentication. Di�erent wearable devices
were proposed to augment the user’s touch with its ID.
Bioamp [9] is a wristband augmented with electrodes in
contact with user’s skin, and powered by a high-frequency
signal source. The signal is then modulated onto the user’s
body through the skin and transmitted to the user’s� nger.
When the person touches the touch screen, the signal a�ects
the capacitive measurement, and allow the device to decode
the modulated information. However, the bit rate is low (up
to 12bps), limiting its use for per-touch authentication. IRRing [46] is a ring-like device that continuously transmits
the user’s ID code in the form of infrared light pulses to a
touch device. This helps the touch device associate all touch
events inside the region surrounding the point where the infrared light points to. However, this technique still relies on
the touch sensing capability of the device for the association,
so it cannot be extended to everyday objects. VibRing [47]
is also a ring-like device equipped with a vibration motor,
which is used to transmit vibration patterns to a touchscreen
when the� nger wearing the ring is in contact with the touchscreen. Since relying on a mechanical vibrator, the ring can
only modulate up to 20Hz frequency, signi�cantly limiting
the bit rate of the channel. A vibratory ring is also mentioned
as an application of Ripple [16], which claims to be able to
achieve 7.41kbps of throughput. However, power consumption was not investigated in the paper.

RELATED WORK

Device authentication techniques. Although password,
PIN or pattern are widely used for device authentication,
they are inconvenient when entering frequently and susceptible to shoulder sur�ng attacks [41] and smudge attacks [42].
User identi�cation code can also be encoded as a series of
electrical pulses that trigger the capacitive touch sensing
when the ring’s token directly contacts the mobile’s touch
surface, e.g., SignetRing [5]. While this ring also allows transmitting a few bits per second when only the� nger touched
the screen, this rate is insu�cient to identify users on a brief
half-second touch. Further, since a high voltage is needed
to spoof the screen, the ring has high power consumption.
Nguyen et al. [43] presented a low-power, battery-free device
to transmit data from 3D printed object to the touchscreen.
However, the supported bit rate is only up to 32bps, which
limits its use in per-touch authentication applications. Also,
these approaches still require the tokens to have direct contact with touch surfaces, which is inconvenient for normal
touches.
Biometric authentication [44] is another authentication
technique used in current devices. Fingerprint identi�cation
is currently supported using a dedicated� ngerprint scanner,
which makes the device design more complex and expensive.
Face identi�cation, such as Apple’s Face ID [45] identi�es the
user’s face by applying neural networks classi�er on images
captured by the infrared camera along with the conventional
camera. Although our approach also uses dedicated receiver
hardware, it o�ers a di�erent design point. As a much larger
number of devices become smart the economics shift so that
adding hardware to a few wearables in order to simplify the
receiver hardware on each device becomes more e�cient.
Furthermore, our system allows faster recognition, thus supports authentication on the per-touch basis, not only at the
session level as with� ngerprint sensors and face identi�cation. Also, the main drawback of biometric authentication is
once the user� ngerprint/face is captured by an adversary,
they are hard to change compared to tokens or passwords. It
is also not straightforward to integrate camera-based or face
authentication solutions into devices with smaller interfaces
or lower specs (such as Amazon buttons), and there is no
direct association between people recognized by the camera
and actions performed on the touched devices, especially in
multi-user operation scenarios.
On-body wireless communication has been proposed for
paring wearable devices with smartphones [6]. In this work,

9

CONCLUSION

In this paper, we propose a body-guided communication
method for securing every touch interaction from users with
a variety of devices and objects. Through prototype touchtoken measurements, we showed that the body-guided channel established during every single touch is more secure
against eavesdropping than other wireless communication
technologies, that is the signal received at the intended receiver is at least 20dB higher than that received at an adversary’s receiver in proximity. It can achieve this at low-power
consumption of 3.9µJ/bit in an unoptimized prototype, with
potential to reach 90nJ/bit. Our current prototype for pertouch authentication is robust enough to reliably deliver a
128-bit ID code on every touch longer than 300ms. We believe
this touch token design will provide secure while convenient
authentication mechanism for users when interacting with
a growing number of devices.
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