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Our current life...

Can we keep privacy anymore?



Online photo sharing services: delete, untag,

no publication...

People can control their taken
photos online
After-the-fact

Current solutions...

Preserving
p rlva Cy fo I Store user privacy pref. on cloud servers
u Se rS/O bJ eCtS People can specify privacy preference

beforehand
Requires network connection

Physical notification

Remind users before taking photos
User behavior cannot be controlled



Are cameras intelligent enough to know
the privacy preference of the photographed entity?



Privacy-respecting cameras using
(In)visible Light Communication
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Field of view

 Leverage electronic
viewfinder’s composing time

e Preserve privacy Before-the-
fact

e Unobtrusive

e Associate face/object using
vision based approach




System diagram
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Evaluation

What is the time available between application starts and user
snaps photo (composing time)?

What is the accuracy of detecting a universally agreed sequence of
bits within the composing time?

What is the probability of error for communicating a random
stream of bits from the IR LED to an off-the-shelf camera device?



Experiment 1 : Barker sequence
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e Samsung S2 smartphone, 30fps, 720x1080

reso | ut | on Application User clicks
Starts snap button
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Available composing time

Application User clicks
Starts snap button
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Accuracy
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Experiment 2: Random bit stream

IR-LED transmitting a
random bit-stream




Packet error rate vs. distance
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Would people wear it?




Whose right is it?

Photographer vs. Privacy beacon user



Limitations and Future work

e Short range
* Does not work outdoor
e Energy optimization required for wearable devices

Future work:

e Add Bluetooth for intelligent device discovery

e Trigger optical element based on Bluetooth discovery

* Improve range through efficient transmission and processing



Ssummary

e Contributions
e |dentify an application area for light communication

e Show the feasibility of communicating IR signals to
camera

e Conduct experiment towards understanding if (a) a
known IR signal can be reliably detected and (b)if the
channel quality is sufficient for IR communication

e Other applications
e Send photo subject identities for more reliable tagging

e Send an emergency signal to a camera surveillance
system



