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Abstract—Creating secure communication channels in vehicu-
lar communication networks is one of the important topics that
have not been well studied. A critical question is how to distribute
secret keys between the communication partners. Vehicular
networks typically include two different types of communication
modes: Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
(V21). In this paper, we propose two key agreement algorithms
for V2V and V2I respectively. The first algorithm allows two
legitimate users (vehicles) to derive a common secret key through
an information-theoretic manner. The second algorithm uses the
channel diversity property to generate secret key between a
central server and the individual user. Through evaluation we
show that the proposed V2V key agreement algorithm achieves
strong information-theoretic security with a secret bit generation
rate much faster than previous work. Numerical analysis also
shows that the proposed V21 key agreement scheme can prevent
attacks from an adversary with high probability even it has a
large number of eavesdroppers following the target user.

I. INTRODUCTION

It is expected that vehicular communication systems can
be more effective in avoiding accidents and traffic congestion
than if each vehicle tries to solve these problems individualy.
A general vehicular network system includes two types of
communications. Vehicle-to-Infrastructure (V2l) communica-
tion and Vehicle-to-Vehicle (V2V) communication. In V2I,
an individual vehicle speaks to the RoadSide Unit(RSU) to
obtain or upload information to a remote traffic server or other
application server. In V2V, private data communication can be
performed between a pair of vehicles. Both communications
are supported by Dedicated Short-Range Communications
(DSRC) radio devices, which offer high data rate communi-
cation up to 1000 meters [1].

It is desired that two separate sets of secret keys can be
used for V2| and V2V communications. For example, a driver
may query the traffic center for a section of road along hisher
route to the destination through V21 communication. Without
a secret key shared between the server and the individual user,
this query may be overheard and disclosed to the other users.
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On the other hand, sometimes a driver may want to query
for the local traffic condition without disclosing his’her exact
current location to the remote server.

Traditional key agreement approaches include public key
(asymmetric) cryptography (such as Diffie-Hellman key estab-
lishment) and trusted third parties (TTP) [2]. However, neither
approach fits the V2V communication or V2l communication
very well. To be more specific, TTP requires a trusted central
server, while in vehicular networks there is not such a trusted
third party or a central authority. It is also unsecure for
V2l communication because even though we can assume the
infrastructure is connected to a trusted central server, the key
distribution procedure itself is not secure, especialy if the
secret keys are distributed through wireless channels.

In this work, we are looking for untraditional methods
to create secret keys for V2V and V2l communications.
By significantly extending our previous work [3], [4] and
addressing the special characteristics of vehicular networks,
we develop a novel set of key agreement schemes for both
V2V and V2l communications. The core of the proposed
schemes can be summarized into two words. Reciprocity and
Diversity. Reciprocity represents the channel reciprocity the-
orem. Diversity includes frequency diversity, space diversity
and time diversity.

To summarize, the main contributions of this work are:

1) We propose a secret key agreement scheme for V2V
communication. It achieves strong information-theoretic
security by extracting secret bits from the wireless
channel between two legitimate users. The amount of
increasing or decreasing of the Received Signal Strength
(RSS) value is used to identify a secret bit instead of
using the RSS value itself. This helps to increase the
key generation rate and prevent the attacks that have
been found in prior methods.

2) We propose a secret key agreement scheme for V2I
communication. This scheme exploits random channel
hopping mechanism to create frequency diversity when
distributing different seeds through RSUs. Due to the
space and time diversities, the security can be further
improved through seed exchanging between vehiclesvia
the secure V2V communication.

3) We evaluate the proposed V2V key agreement and the
V2l key agreement schemes through extensive simula-
tion, experiment and numerical analysis. By comparing
to a baseline, we show that the proposed V2V secret
key agreement scheme can generate a strong secret
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Fig. 1. Illustration of A Vehicular Communication Networks.

key 100% faster than the baseline. We also show that
the proposed V2| secret key agreement scheme can
achieve strong security with extremely high probability
even when the adversary has impractical capabilities
compared to a legitimate user.
The remainder of this paper is organized as follows. Section
2 describes the system model. Section 3.1 describes the V2V
secret key agreement scheme and section 3.2 describes the
V2l secret key agreement scheme. Section 4.1 and section
4.2 evaluates the two schemes respectively. Section 5 reviews
some related work. Section 6 concludes our work.

Il. SYSTEM MODEL

Fig. 1 shows the infrastructure of a typical vehicular com-
munication networks. V2V communication can happen when
two vehicles are in each other’'s communication area. A vehicle
conducts V2l communication through RSUs. Each RSU can
only cover a segment of the road, |abelled as zone in the figure.
When vehiclesarein the same zone, they can listen to the same
RSU.

We assume two types of adversaries. (1) The first kind is
interested in knowing the content of the private communication
between two mobile users. The adversary could be any other
vehicle aslong as it is not the users themselves. The adversary
could have much more powerful hardware than the users have.
It could even be the traffic server which can access and control
al the RSUs to monitor the communication between the two
users. Findly, the adversary can even have the ability to
combine information obtained from the server and multiple
vehicles. However, we do assume that any device used by the
adversary is not installed less than 1/2 wavelength away from
any of the two vehicles DSRC antennas and the adversary
cannot communications inside the vehicle. This assumption is
reasonable since otherwise, the user may notice the eaves-
dropper. (2) The second kind of adversary is interested in
eavesdropping the communication content between a vehicle
and the server. Thus, the adversary should not be the target
vehicle itself and also cannot be the server or the RSUs
controlled by the server. The adversary can cooperate with
multiple vehicles which are also moving on the same area
near the target vehicle. We also assume that deploying multiple
radio devices at every RSU along the entire vehicular networks
is infeasible to the adversary. Finally, we assume none of
the adversaries is interested in interrupting the key agreement
process.

I1l. MAIN ALGORITHM

In this section, we describe the V2V and V2| secret key
agreement schemes in detail. First, we give an overview on

both schemes through Fig. 2 and Fig. 3 respectively.

As shown in Fig. 2, because of channel reciprocity, two
vehicles - Alice and Bob - observe similar channel charac-
teristic. Through the proposed differential approach, they can
extract a sequence of bits from the channel at each side. The
unique sequence of bits can be used to form a secret key
for V2V communication. On the other side, Eve can observe
either channel A to E or B to E. However, due to the spatial
decorrelation, both channel characteristics are different from
channel A to B ( and B to A). Therefore, the bit Eve can
extract from the channel is different from the bits extracted at
Alice or Bob side.

Fig. 3 describes the V21 key agreement scheme. Alice
receives a seed from the RSU x at channel 1 and time ¢;.
Because of frequency, space and time diversity, Eve doesn’t
receive the same seed. For example, 1) she is not on the
channel 1 and/or 2) she is not inside the communication
range of the RSU x. Later, Eve receives seed from RSU x
at channel 3 and time ¢}. However, these two seeds are totally
independent. Alice continues collecting seeds aong the road
as well as exchanging seeds with other legitimate users when
possible. In the end, Alice selects some of the seeds and uses
XOR operation to form a secret key. The index of the selected
seeds are disclosed to the server, thus, the server can execute
the XOR operation on the same set of seeds to regenerate the
key. On the other hand, if Eve misses one seed, she cannot
form the same key. Every index (or ID) is unique, which is
the combination of RSU 1D, channel number and timestamp
as shown in Fig. 3 (e.g. index x1t; and x3t}). On the other
hand, the value of a seed does not need to be unique. Since
the length of a seed is limited, e.g. 128 bits, different IDs may
correspond to seeds with the same value.

Next, we will describe the V2V key agreement scheme and
V2l key agreement scheme in more detail.

A. Vehicle-to-Vehicle: The Differential Approach

The V2V key agreement scheme is based on the channel
reciprocity theorem and the spatial decorrelation property. A
secret bit 1 or 0 can be extracted from the channel while
the channel characteristic changes. Therefore, we propose a
differential approach to capture such variations and generate
secret bits.

1) Principle: Channel reciprocity describes the phe-
nomenon that the communication nodes at the two ends of
a channel will observe identical channel characteristic, such
as channel impulse response or Received Signal Strength
(RSS) vaue. Fig. 4 shows a period of RSS measurement
under a multi-path (office) environment. Two users, Alice and
Bob, aternatively transmit wireless signal to each other while
moving in about 1 meter per second. Both Alice and Bob
probe the channel and measure the RSS values at a rate of
40 per second. Due to the channel reciprocity, the RSS values
observed at Alice and Bob's sides for Alice-Bob and Bob-
Alice channels respectively are highly correlated (=0.9120).

On the other hand, Eve, who is at a different location from
Baob, observes different RSS values from Alice-Eve channel
compared to Bob's observation of the Alice-Bob channel, as
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Fig. 2. The V2V Key Agreement Flow Chart.
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Fig. 4: Illustration of the channel reciprocity.

shown in Fig. 5. The two curves shown in the figure are highly
uncorrelated (=-0.1937) due to the spatial decorrelation prop-
erty in a multi-path (Rayleigh) fading channel. Theoretically,
the spatial decorrelation property can be described by a Bessel
function:

Jo(z) = l/ cos(zsind)do (1)
™ Jo

in which z is the distance between Bob and Eve in the unit

of wavelength A, and 6 is phase offset.

The wireless channel between Alice and Bob can be
described as complex and discrete function of time h; =
H(t)el . Alice sends Bob a signal s(t1) = Ay, e/?t1 at time
t1, then the received signal at Bob can be written as:

Yo, = Hyy Ay @70 4, @)

where n? is the noise terms which are independently and
identically distributed complex Gaussian random variables. A
signd s(tz) = Ag,e’? sent from Bob to Alice is received
as:

Yty = Hy, Agye?9r2172) 4 gt ©)

From ¢; to to, if the total changes in location on both Alice
and Bob sides are much smaller than % then good estimated
values of h;, ~ H, e/ at Bob side and hy, ~ H,, el
at Alice side are highly correlated according to equation 1.
On the other side, assume Eve is not close to either Alice
or Bob, she cannot obtain a proper estimation on either A,
or hy,. Furthermore, when Alice and Bob aternatively send
each other probe signals, then the sequences of probed channel
characteristics [hy, , s, ..., he,, ,] are highly correlated to the
sequence of probed channel characteristics [y, , Ay, , ..., bt |-
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Fig. 3: The V2I Key Agreement Flow Chart.
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Fig. 5: Illustration of the spatial decorrelation.

2) Challenges. Several research groups have proposed key
agreement schemes based on the channel reciprocity theorem
and spatial decorrelation property. The core idea of most
existing works to extract secret key from RSS values is
Quantization, in which, one or two threshold values are either
determined through a pre-probe phase such as in [5], [6]
or post-phase process [7], [8]. The value of a secret bit is
obtained by comparing the RSS values to the threshold values.
By studying existing works, we feel the proposed scheme must
at least fulfill the following challenges.

Prevent Entropy Reduction. We introduce a metric, en-
tropy, to evaluate the strength of a secret key:

H; = —pglog po — p1logp1 4
1 i=N
H(werage = N ; Hi (5)

where N is the total length of the secret key, and pg is the
post test probability of a bit being O based on adversary’s
knowledge. The closer to 1 the value of H gyerage 1S, the
stronger the secret key is.

In the pre-probe method, the thresholds are determined in
a pre-probe phase. This method relies on the assumption that
the future probes are roughly and evenly distributed around
the thresholds. However, this is not always true. As shown
in Fig. 6, in which the thresholds ¢, and ¢_ are caculated
according to [5]. If an adversary notices that the Euclidean dis-
tance between two vehicles is dramatically increasing during
the bits extracting phase, he might easily predict the results.
Therefore, the entropy of the resulted secret key is very low.

In the post-probe method, thresholds are determined after
all RSS samples have been collected. As shown in [7], by
inserting or removing intermediate objects between Alice and
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Fig. 6: The failure of the Pre-Probe method.

Bob, Eve can force the RSS curves following certain trends
as shown in Fig. 6 and Fig. 7. Secret keys based on these two
curves are very predictable from Eve's point of view. Therefore
they have very low entropy.

Reduce the Impact of Small Fluctuation. It is known that
small fluctuation may reduce the effect of channel reciprocity.
When the real channel variation is smaller than the small
fluctuation caused by noise, interferes etc, no secret bit can be
correctly extracted from the channel. The proposed agorithm
should be able to reduce the impact of small fluctuation.

Increase the Secret Bit Generation Rate. In V2V, the
communication is limited by the period of the encounter
duration between two vehicles. When vehicles moving out of
radio range, the communication stops. In this work, we pursue
a more efficient and fast key agreement scheme comparing to
previous works.

3) Algorithm: Instead of using absolute thresholds, the
proposed differential approach determines a secret bit based on
the difference between two neighbor RSS values. To illustrate
the basic concept, an example is shown in Fig. 8. In this
method, whenever an increase between two RSS values is
observed, a bit 1 is generated, and a bit O is generated for
a decrease.

The differential approach can be summarized in the follow-
ing steps:

1) Sample collection: Both Alice and Bob collect a period

T of RSS values using their maximum probe rate.

2) Segments division: To improve bit matching rate, we
divide the sequence of probes into segments by every
number of probes. A secret hit is generated based on the
value of thefirst probe and last probe in each segment or
the last probes between two neighboring segments. For
example, by comparing probe 3 and 5, Alice obtains bit
1 for segment 2.

3) Small fluctuation removal: Using moving average
method to reduce the influence of small fluctuation by
width d number of segments?.

$1+$2+Zg+...+xd (6)

4) Bit extraction: Secret bit is generated by comparing
a RSS sample of each segment (for example the first

Y =

1d and T are two different concepts. Every segment includes ~ number of
probes. However, we perform moving average based on every d number of
segments. Therefore, 7 determines how frequently a bit we expect to generate
directly related to the true channel condition various, and d determines how
to remove small fluctuation noise which is directly related to the impact of
the noise.

0 20 40 60 80 100 120
Probes

Fig. 7. The failure of the Post-Probe method.

RSS value of the segment). Set bit to 1 if there is an
increase by more than ¢/d, and 0 if there is a decrease
by more than ¢/d. € is an approximate estimate of the
small fluctuation, it could be different for Alice and Bob.
Note, to reduce the computational load, we only need
to calculate the moving average of one value in each
segment.

5) Information exchange: Alice sends Bob only the posi-
tions of those probes which are used by her to generate
secret bits. From those positions, Bob picks the ones he
can also extract secret bits and replies back to Alice.

Fig. 9 gives a more concrete example for the key agreement
scheme. For the sake of simplicity, in this example, we assume
the moving average width d = 1, 7 = 2 and the value
of ¢ for both Alice and Bob is equal to 3. Alice obtains a
sequence of bits 010712072010 by comparing the first RSS
value of each segment. She is unsure of the bit values at
positions ‘4,6,8,9' in the sequence. Then she sends Bob a
message to disclose this information. On the other hand, Bob
obtains bit sequence 02071701?010. In addition to what Alice
is not sure of, Bob adds position ‘2’ to the unsure bit list and
informs Alice. After taking out the unsure bits, both Alice
and Bob obtain the final bit sequence 0010010. To further
improve efficiency, we introduce another parameter ¢, related
to the smal fluctuation, e = a x ¢, 0 < a < 1. When only
one of Alice and Bob is not sure about a bit at a specific
position, she/he uses e, instead of e to identify a bit value.
Through this way, more secret bits can be generated since €4
is smaller than e. For the case in Fig. 9, assume e = 0.5 x ¢,
two more hits 1 will be generated from segment 2 and 8.
One of the advantages of using differential method is that
it can prevent the attack described in [7]. Because, even the
channel condition is improving or downgrading following an
observable trend, this method will not generate bits all in 1 or
0 values.

To further reduce parameter dependence, we propose a
dynamic differential approach in which the fixed interval =
is removed. In this approach, the first RSS sample is used
as a reference. Every RSS sample starting from the second
one will be compared with the reference until a difference
larger than ¢/d is observed. A bit is extracted depending on
whether the differenceis an increase or decrease. Reference is
updated at the position where a bit is extracted. The balance
RSS samples will be compared with the updated reference
until the next large difference appears. In the end, Alice sends
Bob the positions of which she is able to extract secret bits.
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Fig. 8: Differential approach example. Fig. 9:

Upon receipt, Bob checksif he can also extract bits from these
positions and then, sends the results back.

In Fig. 10, we assume d = 1 and ¢ = 3. Based
on the method described above, Alice extracts a bit se-
guence 01010100100100. Bob recognizes 0??720120??0100
and recommends Alice to remove unsure bits at positions
2,3,4,7,9,10'. Therefore the resulted common bit sequence is
00100100. If using two e thresholds, for example es = 0.5 xe,
the bit sequence Bob obtains becomes 02010100120100. This
updates the common bit sequence to 001010010100.

B. \ehicle-to-Infrastructure: All About Diversity

AsshowninFig. 3, the proposed V2| key agreement scheme
is a combination of different kind of diversities.

1) Problem Statement: We have shown that traditional key
agreement approaches are not good candidates for secure V2I
communication. The V2V secret key agreement scheme does
not fit V2| either. That is because: 1) The V2V secret key
agreement scheme requires a multi-path (Rayleigh) fading
environment, however, in V2I, this may not exist. For ex-
ample, when the RSU is installed on a much higher position
comparing to al the moving vehicles, channel characteristicis
dominated by line-of-sight propagation. 2) RSUs are installed
at fixed locations and may not be checked by peoplefor certain
time. Thus, an adversary may have an eavesdropper installed
very close to the RSU device for a long period before anyone
notices that. 3) Relying on a particular RSU to generate secret
key between the vehicle and the server is not a very strong
secure manner. If the adversary compromises the RSU, the
secret key is no longer a secret.

2) The Frequency Hopping Method: Sinceit is not adequate
to reuse the solution of V2V in V2I, we propose to use a
frequency hopping method and its extension based on time and
space diversity properties. The main principle of the frequency
hopping method has been studied in our work [3]. Below we
give a short introduction.

Assume an RSU (Alice) is the transmitter, one legitimate
vehicle receiver (Bob) and one passive vehicle eavesdropper
(Eve). Everyone can communicate on multiple, non-interfering
channels, but receive on a single (or afew) channel at a given
time. Asin [9], we assume that the hardware Eve hasis similar
to Alice’'s and Bob's. Alice and Bob seek to establish a secret
key without any prior shared information.

Basic Packet-Based Scheme. The idea underlying this
scheme is that both parties of the key agreement process—
Alice and Bob—randomly select a channel to send and lis-
ten to, respectively. If they are on the same channel, key

Fixed interval method.

Fig. 10: Dynamic differential method.

information is successfully transferred and Bob sends an
acknowledgment (ACK). Otherwise, a timeout occurs. Alice
and Bob may select other channels and repeat the process.
Alice must use a different key material, which we refer to as
a seed, for every transmission attempt. If Alice receives an
ACK, she knows that this seed will be used, otherwise she
discards the seed.

Analysis. Given n channels, the probability that Alice and
Bob are on the same channel is p = % Assume that Eve
can monitor one channel at a time as Bob, the probability
she overhear Bob's secret key is p. = % To achieve a high
level of security, the basic scheme requires a large number of
channels. This is impractical because the number of available
channels is often limited by the radio hardware, and the time
required for a successful key exchanging increases with the
number of channels. In fact, the probability that Alice and
Bob successfully exchange a secret key in = attempts follows
the Geometric distribution Px (z) = p(1 — p)®~1. Thus the
expected number of exchange attempts is E[X] = % = n,
wheren isthe number of channels. This meansthat halving the
probability of key overhearing p. requires twice the number
of channels and time required for key agreement.

Multi-Agreement Scheme. To address the limitation, we
introduce a multi-agreement scheme. In this scheme, Bob
and Alice will repeat the seed agreement multiple times. The
process will end when Bob receives k seeds and the final secret
key will be a XOR of al the seeds. For detailed analysis,
please refer [3].

Application. In V2 communication, RSUs controlled by
the server will be the legitimate senders (Alice) who broad-
casts seeds through random channel hopping scheme. Thereis
no immediate feedback: ACK. Instead, after a vehicle (Bob)
has received enough seeds, it sends the server a message about
the seeds it will use to form secret key, as shown in Fig. 3.
The message tells the server information about the time and
from which RSUs the seeds are collected. Based on above
knowledge, the server can also reproduce the key from its
side.

3) Enhancements. Space Diversity. Spatia differences in-
crease the chance that an adversary misses a seed. Further-
more, avehicle, especially one from the opposite direction, has
a very high probability of hearing different seeds somewhere
else. Thus, we could improve the frequency hopping scheme
by exchanging seeds between vehicles via the secure V2V
channel created before. Time Diversity. A vehicle does not
need use all received seeds to form a secret key, instead it
leaves some seeds for future use. The time diversity makes it
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even harder for an adversary to get al the seeds for forming
a key, especialy when those seeds are collected over a long
time and are exchanged randomly between vehicles.

1V. EXPERIMENTAL RESULTS AND NUMERICAL
EVALUATION

In this section, we first evaluate the proposed V2V key
agreement scheme based on real experimental data. Then, we
show the simulation and numerical analysis results for the V2l
key agreement scheme.

A. ehicle-to-\Vehicle Case

The following results shown in this subsection are based on
real experimental data.

In the experiment, two mobile nodes, Alice and Bab,
are moving in a multipath fading channel environment and
collecting 50000 RSS value samples at the same time. We use
Orbit mobile nodes [10] equipped with Atheros AR5212 Mini
PCI wireless interfaces?. Our baseline is based on the protocol
proposed in [5]. However, we have updated the scheme from
pre-probe to post-probe. In [5], the authors use level-crossings
and quantization to extract bits from correlated stochastic
processes. To be more specific, two legitimate users use the
channel statistics to determine scalars, ¢ and ¢_ serve as
reference levels for quantizing. A secret key bit 1 or O is
agreed if enough channel magnitude measurements are higher
than ¢, or lower than ¢_ on both sides. Since post-probe
method generally can achieve higher performance than pre-
probe method due to its better threshold setting, we update
the baseline by using post-probe method.

In Fig. 11, we compare the bit generation rates among
four schemes: baseline [5], fixed interval differential (interval
7 = 10 and interval 7 = 30) and dynamic differential
schemes. Fig. 12 shows the bit matching rate. Note, the results
of baseline are aready enhanced by subtracting the moving
average and setting @ = 0.125 and m = 4. In al proposed
schemes, ¢ = 6 and e, = 3. Estimated value of \/2v is
around 25, which means ideally, an uncorrelated secret bit
can be generated every 25 probes. As shown in the figure,
al differential approaches perform better than the baseline.
In fixed interval method, the smaller , the higher generation
rate. Thisis easy to be understood because small 7 results in
more RSS values to be compared and consequently more large
scale variations may be caught. However, the negative part is
it may generate correlated bits that have low entropy. This
fact is shown in Fig. 13. In the figure, x indicates the length
of a continuous 1 or O bit sequence, and y is the probability
distribution of different length. Both fixed interval with = = 10
and the dynamic approach do not have the same distributions
as the idea one. Since a long set of 1 or O due to the
correlation is easy to be predicted by an adversary, these two
cases will generate bit sequence with low entropy. There are
some methods to convert such a low entropy bit sequence into
a high entropy bit sequence, e.g. removing some redundant

2Although it use 802.11a instead of 802.11p for wireless communication
and at a relative slow moving speed, the results is still instructive.

bits. After taking a properly bits converting step (from low
entropy to high entropy), we show the results in Fig. 14. The
dynamic approach and the fixed interval with 7 = 10 have
similar and the highest hit rate, while the dynamic approach
reduces the parameter dependence.

Abovefigures also show the affect of moving average width.
For all differential methods, the width should not be too small
in order to remove the small fluctuations. Otherwise, it leads
to a low bit generation rate. For the baseline, small width
also doesn't work since it cannot remove large scale fading.
On the other hand, moving average width should not be too
large, because it will screen out some useful large variations.
In the proposed approaches, the width could be estimated by
A/2v. However, for the baseline there is no proper method to
estimate the width®.

B. \ehicle-to-Infrastructure Case

In this subsection, we study the V2I key agreement scheme
through simulation.

The simulation data are generated from Paramics Traffic
Simulation model for South New Jersey vehicular networks.
Total data includes 984,445 records from 5000 cars in a 3395-
second period. We assume every 1500 meters in vertical or
horizontal distance, an RSU is deployed. Every 0.5 seconds,
each RSU randomly picks one of three pre-defined channels
to broadcast a seed. A vehicle receives the seed if it is tuning
to the right channel and isin the right distance (less than 1000
meters Euclidean distance away). It is possible that a location
is covered by more than one RSU. If avehicle hear signal from
multiple RSUs, it only receives the seed from the closest one.

In Fig. 15, the histogram chart describes the number of
vehicles sharing the same seed. As can be seen, a seed tends
to be shared only by small number of vehicles. On average
a seed is shared by 7 vehicles and the maximum number of
vehicles sharing the same seed is 83. Recall that even if a seed
is known by multiple vehicles include the adversary, as long
as one seed is unknown to the adversary, she cannot form the
right secret key. This is because the final key is based on the
XOR operations on a set of seeds, thus the security of the key
is always guaranteed by the remaining unknown seeds from
an adversary.

One of the strategies the adversary can use is to cooperate
with multiple vehicles and collect as many seeds as possible.
In Fig. 16, we compare the seeds that are collected by an
adversary through this strategy with the seeds collected by all
the vehicles. Although it is helpful to cooperate with other
vehicles, at 99.9% cooperation rate, an adversary still cannot
guarantee to obtain all the seeds a vehicle received during the
simulation.

In Fig. 17, we study the successful attacking rate by the
adversary when it has multiple partners. In this figure, the se-
cret key is assumed generated based on all the seeds a vehicle
collected during the simulation. The successful attacking rate
is only 0.174 when 99.9% vehicles are cooperating with the

3This is because for the proposed methods, we need to remove the small
fluctuations only, however in the baseline, it needs to remove a large scaling
fading which is harder to estimate.
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Fig. 17:

adversary. This result is a disaster to the adversary. Firgt, it
is impossible to cooperate with so many vehicles in a large
vehicular network. Second, the success rate is still very low.
Thirdly, the standard deviation is too large to make the success
rate reliable.

In practice, a fix number of pre-keys may be used to form
afinal secret key. Thus, in Fig. 18, we study the performance
based on fixed number of seeds. When forming a secret key
with more seeds, the success rate of an adversary to break
the key becomes low. For example, 200 seeds correspond to
0.0003 for 10% vehicles, and 0.3472 for 99.9% vehicles. Even
for small number of seeds, as long as the cooperation ratio is
low, the success rate of an adversary is still low.
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V. RELATED WORK

Traditional key distribution protocols rely on infrastructure
with online trusted third parties (TTP), such as the well-
known Kerberos [11] scheme and Otway-Rees protocol [12].
However, in V2V communication, there is no central authority
can be relied on as we discussed before. Furthermore, since
the node mobility is unrestricted, the topology may be unpre-
dictable making central authority assumption infeasible.

Diffie and Hellman discussed a public key distribution
system and how it can be transformed into a one-way authen-
tication system [13]. Other well-known public key algorithms
include RSA [14], Elliptic curves [15] and Digital Signature

Copyright(c)2013I EEE.Personal usei spermitted. Foranyother purposes, permissionmustbeobtai nedfromthel EEEbyemailingpubs-permi ssions@ieee.org.



Thisarticlehasbeenacceptedforpublicationi naf uturel ssueofthi s ournal ,buthasnotbeenf ul lyedited. Contentmaychangepriortofinal publication.

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY

Algorithms (DSA), etc. Severa research works [16], [17],
[18] have shown that cost-effective processors with limited
computational abilities make public-key cryptography almost
impractical for embedded intelligence and ubiquitous comput-
ing applications, even without power consumption considera-
tions. Another issue with public key protocols is the number
of certificates that need to be exchanged. With the proposed
approach, certificates exchanging are avoided.

In [19], Rolf Blom presented a symmetric key generation
system (SKGS), where each pair of users share one master
key that is distributed at the start up time by a key gener-
ation authority. Eschenauer and Gligor [20] proposed a key
management scheme that relies on probabilistic key sharing
among the nodes of arandom graph and uses a simple shared-
key discovery protocol for key distribution, revocation and
node re-keying for large-scale distributed sensor networks.
Chan [21] introduced Distributed Key Pre-distribution Scheme
(DKPS) which is a fully distributed and self-organized key
pre-distribution scheme without relying on any infrastructure
support. However, the strict requirement for pre-distribution
might not be available aways. For example, in vehicular
networks, the cars (sharing no prior secret information) may
just meet on the spot where there is likely to be no single
trustable proxy or TTP for key pre-distribution.

Hershey et a. [22] first presented the concept of using phys-
ical layer characteristics for key management. Using Espar
(Electronically Steerable Parasitic Array Radiator) antenna to
measure the RSSI, the authors of [8] create secret key based
on the median value of the RSSI profiles. More recent work
can be found in [5], [23]. However, al existing work require
a relative accurate measurement on end users. However, con-
sider the difference between each individual communication
device, accurate and uniform threshold may not be available at
different end users even with the channel reciprocity theorem.

Finally, some researchers started to exploit multi-channel
characteristic of wireless devices to help improving security
recently. Interested readers can refer [9], [3].

VI. CONCLUSION

In this paper, we have presented a set of key agreement
schemes to help establish secure communication channels
in vehicular networks for both V2V and V2l modes. The
proposed algorithm is based on two novel key agreement
schemes: differential and channel hopping key agreement
schemes and their extensions. It takes advantage of physical
layer characteristics of a wireless channel and the natural
characteristics of vehicular networks. Specifically, besides the
channel reciprocity property, it makes use of different kinds
of diversity properties existing in the channel and in vehicular
networks. The security of the proposed algorithm is rooted
in two factors: first is the well-known spatial decorrelation
property and the second one is the complexity of the vehicular
networks and individual randomness.
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